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Monetizing Android: In-app billing and Ads

Trifork GeekNight
23. November 2011



Christian Melchior
Android Developer at Trifork

This talk is based on the experience
gained during the development of a
hobby project. Meter Readings.

Email: cme@trifork.com
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In-app billing (approx. 45-60 min)
Break (Sandwiches) (approx. 15 min)
Ads (approx 30 min)

TRIFORK.



20% of free apps and 80% of paid apps
has been downloaded less than 100
times.

52% of total revenue from top200 games

come from In-app purchase, up from 8%
in 2010.

Source: Distimo, 2011 TRIFORK.
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One APK provides different features.
Never leaves the app.
No 15 min. trial period.

Managed purchase One-time
purchases.

Unmanaged purchase Able to purchase
multiple times.
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One time purchases, and Google keeps
track.

Upgrade from trial version.
Remove ads.

Access to content (eg. articles or
comics).
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Nobody keeps track of purchases done.
It is up to the developer.

Game currency.
Subscriptions.
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Bad reviews. No free app to hide behind.

You handle all refunds.
— Users don't have any rights by default.

Not possible to deploy app on other
markets than Android Market.

You can only sell digitial goods.
Google still take 30%.
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Google Android Market Account (25%)
Google Checkout Account (Free)

Android Market installed (v. 2.3.4)
— APl level 4 (1.6) and above.

Don’t use your phone account. End-to-
end testing becomes impossible.
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Market Server

Checkout flow
Product list

It looks complicated.

',‘ E Billing responses
! (signed)

Billing requests

It's not. g

Your Application
Application

onReceive()

BillingReceiver ]--

‘. startServicel) L]
BilingService ] < Binder MarketBillingService

[
-

3
[ ResponseHandler ] aeal|
! —

/‘? PurchaseObserver ]

Implement this and you

(Cptional)

a re d O n e - Content celivery

Purchase data
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Also available at GitHub:
https://github.com/cmelchior/MonetizingdAndroidfDemaProject
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<uses-sdk android:minSdkVersion=74" />

<!—-— Permissions —-—>

<uses-permission android:name=”com.android.vending.BILLING" />

<!-- Services -->

<service android:name="dk.trifork.geeknight.billing.BillingService" />

<!-- BroadcastReceivers -->
<recelver android:name="dk.trifork.geeknight.billing.BillingReceiver'>
<intent-filter>
<action android:name="com.android.vending.billing.IN APP NOTIFY" />
<action android:name="com.android.vending.billing.RESPONSE CODE" />
<action android:name="com.android.vending.billing.PURCHASE STATE CHANGED" />
</intent-filter>

</receiver>

No INTERNET permission!
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Add Android Market public key to
Security.java

Find it under your market account profile
settings..

A

Christian Melchior

Onryrororsr 0 total installs (users) Free Unpublished

String baset64EncodedPublicKey = ”“your public key here";
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Abstract class InAppBillingActivity
handles all the boring stuff.

All we need is these four:

protected void onBillingSupported(boolean supported);

protected void onRequestPurchaseResponse (RequestPurchase request,
ResponseCode responseCode) ;

protected void onRestoreTransactionsResponse (RestoreTransactions request,
ResponseCode responseCode) ;

protected void onPurchaseStateChange (PurchaseState purchaseState, String itemId,
int quantity, long purchaseTime, String developerPayload);
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@Override
protected void onBillingSupported (boolean supported) {

// Do nothing

@Override
protected void onRequestPurchaseResponse (RequestPurchase request,

ResponseCode responseCode) {
1f (responseCode != ResponseCode.RESULT OK) {
// Request to purchase failed
// Chance to show a message to the user

@Override
protected void onRestoreTransactionsResponse (RestoreTransactions request,

ResponseCode responseCode) {
1f (responseCode == ResponseCode.RESULT OK) f{
PersistentState.setPurchasesInitialized (true) ;
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@Override
protected void onPurchaseStateChange (PurchaseState purchaseState, String
itemId, int quantity, long purchaseTime, String developerPayload) {

if (itemId.equals (“upgrade™)) {
if (purchaseState == PurchaseState.PURCHASED) {
PersistentState.setAppUpgraded (true) ;
button.setBackgroundDrawable (getResources ()
.getDrawable (R.drawable.green button));

} else {
PersistentState.setAppUpgraded (false) ;
button.setBackgroundDrawable (getResources ()

.getDrawable (R.drawable.red button));
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Upload draft app.

Create product.
— Publish product

)

Home » » In-app Products

Edit In-app Product

— Version

Application State:

Unpubli

application editor

In-app Product ID
Purchase Type
Publishing State
Language

add language

Title

Description

Price

TRIFORK.

Questions about in-app products? Click here to learn more!

upgrade

Published

| “English (en) |
The is inherited from the owning application. Click here to change default language!

Upgrade

7 characters (best vi

ved under 25, max 55)
Green is the new red.
21 characters (80 max)

DKK |6.00

Automatically populate the fields with a one-time conversion to lacal currencies

Auto Fill
|—| from the default price with the current exchange rate

The targeted countries are inherited fram the owning application. Click here to change targeted countries!

Australia

AUD 110 Netherlands EUR |0.81
Austria EUR 081 New Zealand NZD |1.45
Belgium EUR 081 Norway NOK |6.31
Canada caD (113 Portugal EUR |0.81



Functions available

restorePurchases () ;
requestPurchase (String productId) ;
requestPurchase (String productld, String developerPayload);

Easy to implement

@Override
public boolean onOptionsItemSelected (Menultem item) {

switch(item.getItemId()) {
case OPTION RESTORE: restorePurchases();
case OPTION PURCHASE: requestPurchase ("upgrade');
case OPTION TEST PURCHASED: requestPurchase ("android.test.purchased"); break;
case OPTION TEST CANCELED: requestPurchase ("android.test.canceled"); break;
case OPTION TEST REFUNDED: requestPurchase ("android.test.refunded"); break;
case OPTION TEST ITEM UNAVAILABLE: requestPurchase ("android.test.item unavailable"); break;
default:
return super.onOptionsItemSelected(item);

return true;
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Start with static responses

— "android.test.purchased”

— "android.test.canceled”

— "android.test.refunded”

— "android.test.item_unavailable”

Real purchases

— Test accounts

Remember to refund your test purchases.
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SharedPreferences
Purchase database
Remotely

Loosing unmaged purchases will piss
your users off. Backup the data.

— Google Cloud Backup API from APIS8.
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Preferences and databases are not safe.
— SharedPreferences in clear text.

— Database is not bound to the app.

— Both can be copied independently of app.

Decompiling is easy.
— APK _OneClick
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Disable logging output.
Use ProGuard.

Encryption of clear text values.
— SimpleCrypto

Not "real security”, but a hacker will need
to work harder.
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Use a special logger class. Easy to
disable/enable logging.

public class Logger {

public static void e (String tag,String msg) {
if ( isLoggingEnabled()) {
Log.e(tag, (msg != null) ? msg : "null'");
}
}

private static boolean isLoggingEnabled() {
return true;

}
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Create build.xml

C:\PathToProject> android update project --name Monetizing-Android-
Demo-Project --target 8 --path .

Update ant.properties

key.store=keystore/demo.keystore
key.alias=geeknight demo
key.store.password=Trifork1234
key.alias.password=Trifork1234

: C:\PathToProject>ant release
Update local.properties

proguard.config=proguard.cfg

Update proguard.cfg

-keep class com.android.vending.billing.**

TRIFORK.



Introduce a PersistentState wrapper.

Encrypt all keys with a device specific
key using SimpleCrypto.

public static void setAppUpgraded (boolean i1sUpgraded) {
SharedPreferences.Editor editor = prefs.edit();
if (isUpgraded) {
editor.putBoolean (encryptKey (“upgraded”) , isUpgraded) ;
} else {
editor.remove (encryptKey (“upgraded”)) ,

}

editor.commit () ;
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Market Server

Checkout flow

Don’t trust the client. e

Transaction data

(if managed)
A T
n Billing requests | ! Elllllng_respunses
: v (=igned)
Your Application Android Market
Application

onReceive()
BillingReceiver ]1-—

‘. startServicer) L]
BillingService ] <{_Binder MarketBillingService

Remember this? 1 a

3

( FteiponseHandle-r | :j
Not so easy anymore i

Content delivery

Purchase data
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Security/validation must move to server.
Verify purchase state on startup.

AppServer

[Security class)

App Androld Market

REQUEST_PURCHASE(productid) -

{RESPOMSE_CODE, PURCHASE_INTEMT, RECQILIEST_ID)

Startharket| PURCHASE_INTENT)
Dty e
PURCHASE(productld, natificationid) IN_APF_NOTIFY(notificationid) L

GET_PURCHASE_INFORMATION{nouce, notification)

T —————————————_———— —————

[RESPONSE_CODE, REQLIEST IO

PURLHASE STATE_CHAMNGE(msg, nounce, sigimsg, nounce]]

VERIFY_PURCHASE(msg, nouce, sig{msg, nounce))

{PURCHASE_RESLLT, CONTENT] CONFIRM_NOTIFICATIONS{notifyld)

P~
{RESPOMSE_CODE, REQLIEST 1D}
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% 500.000 Diamonds
>4 FOUR PIXELS

christianmelch

(5et More iamonds VISA xxx-1622

(et more diamonds! Stock up
on potions/

V|

Total DKK499.95

T

C2 N

[ Accept . buy |

You may be charged an additional fee for this
transaction hy your financial institution.

VNN ¥
5000 50k 500k
Oree 0% off 25% offt 50% off!

(lose (rder (Histors:

500.000 Diamonds
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ol & 1:02

WINAMP PRO

Defender Shop For Android
Audio 10-band Graphic Equalize
Crossfade & Gapless Playback
Replay Gain
FLAC Playback

SHOUTcast Station Recommendations
Stream any URL

Justice League (201... - ’
Issue #3 $3.99 ‘ ; A 9 d - More Customize Home Screen

i The superstar team of writer Ardrdrdy Folder Browsing

Geoff Johns and artist Jim Lee

I
Amazing Spider-Man °"Y$4.99

Issue #674 $3.99 ) o } ’\

The Vulture returns! As the R drirey
costs of Spider-Island continue

The Walking Dead

Issue #91 $2.99

Andrea still mourns for Dale. iy
Upgrade to Pro

Batman (2011-)
Issue #3 $2.99

A B A A A
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Fillrate How many add requests return an ad?

CTR Click-through-rate. The percentage of ads
clicked

eCPM (RPM) Effective cost pr. 1000 impressions.

Total E“"f'i"9§ *x1000=eCPM
Impressions
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Connected Device & Smartphone
OS Mix

Ranked by Impressions
CHART B
3051%1%

Mobile Operating System Click-Through Rates

.78%

m

M Android % | Average 47% - 50% 57%
W iOS jj -52% . [44%
N RM i
I Other
M Windows
M Symbian 0%
Android Cs Blackperry OS  Symbiar vebOs Other

Source: Millennial Media, 8/11
Other includes webOS, Danger, Nokia OS, Palm OS,

# "\ millennialmedia,

the mobile advertising platform
E Source: JumpTap

TRIFORK.



AdMarvel

InNobi "¢°

Quattro
¥) Jumptap

WIRELESS

N N
admab Mojiva

millennial
2 -
o, .
0 advertising in a post-pc era
GLOBAL MOBILE ARDYERTISINGE

GREYSTRIPE and many more...
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Use a Ad mediator.
Change ad network without
updating the app. |

Maximize fillrate and _
revenue. r

Jr Y
AdWhirl, Tapjoy,

. Ad Network 1
MObCIIX. Ad Network 2

I


http://www.adwhirl.com/

AdWhirl is a open source project from
AdMob.

Connectors to most common Ad networks.
Possible to write custom connectors.
Supports house ads.

Requires accounts at all relevant ad

networks.



AdWhirl + AdMob + InMobi

Also available at GitHub:
https://github.com/cmelchior/MonetizingdAndroidfDemaProject
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christian@ilios.dk | Account Seftings | Help| Forum| Log Out

ad

Apps House Ads Reports Dev Resources

App List » Create App

Add a new App

Application Information

Hame: |The Really Big Red Ball Tl

URL: | https://market.android.cor

Platform: | Android [+

Background Color: | 000000
Text Color:  |FFFFFF
Refresh Rate: | 30 seconds |z|

Transition Animation: | Slide From Left |Z|

Allow Location Access: ‘m

Add App Cancel

@®2009-2011 AdMob, Inc.
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Required:

<uses-permission

Optional:
<uses-permission
<uses-permission

<uses-permission

AdMobs:

<activity

android:

android:
android:

android:

name="android.permission.INTERNET" />

name="android.permission.READ PHONE STATE" />
name="android.permission.ACCESS COARSE LOCATION" />
name="android.permission.ACCESS FINE LOCATION" />

android:configChanges="keyboard| keyboardHidden|orientation"
android:name="com.google.ads.AdActivity" />

InMobi:

<activity

android:configChanges="keyboardHidden|orientation| keyboard"
android:name="com. inmobi.androidsdk.IMBrowserActivity" />
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AdMobs:

<activity
android:configChanges="keyboard| keyboardHidden|orientation"
android:name="com.google.ads.AdActivity" />

InMobi:

<activity
android:configChanges="keyboardHidden|orientation| keyboard"
android:name="com.inmobi.androidsdk.IMBrowserActivity" />
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<?xml version="1.0" encoding="utf-8"?>

<Relativelayout xmlns:android="http://schemas.android.com/apk/res/android"
android:layout width="fill parent"
android:layout height="fill parent" >

<Framelayout
android:id="@+id/ads"
android:layout width="wrap content"
android:layout height="wrap content"”
android:layout alignParentBottom="true"
android:background="@android:color/black" >
</FrameLayout>

</RelativelLayout>
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FrameLayout container = (FrameLayout) findViewById(R.id.ads)

// Setup AdWhirl
AdWhirlManager.setConfigExpireTimeout (1*60*60*1000); // Timeout - 1h
AdWhirlTargeting.setTestMode (true) ;
AdWhirlTargeting. setKeywords ("red button fun game");

// Setup

AdWhirlLayout adsLayout = new AdWhirlLayout (this, “your adwhirl sdk key here™);
int diwidth = 320;
int diHeight = 52;
float density = getResources () .getDisplayMetrics () .density;

adsLayout
adsLayout
adsLayout

container

.setAdWhirlInterface (this);
.setMaxWidth ( (int) (diwidth

* density));

.setMaxHeight ((int) (diHeight * density));

.addView (adsLayout) ;
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christian@ilios.dk | Account Seftings | Help| Forum| Log Out

Apps House Ads Reports Dev Resources

App Ligt » The Really Big Red Ball That Does Nothing » Ad Network Settings

The Really Big Red Ball That Does Nothing SDK Key:ef8147ec68264bees6ed3717391315fb

Ad Netviork Senmgs

Add Custom Event

Backdill Priority

Ad Network Ad Serving % of Traffic

[(on o]
App Settings Aach “:] | =

House Ads

Google AdSense Net Configured - %
InMobi ~ Edit Seftings “:] 50 %
MdotM Net Configured - %
Millennial Media MNot Configured —| %
P
fo activate the OneRiot Not Configured ~| %
supported ne
Quattro MNot Configured —| %
ZestADZ Net Configured —| %
100%
Save Changes Cancel

Of3fafb
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christian@ilios.dk | Account Seftings | Help| Forum| Log Out

ad

Apps House Ads Reports Dev Resources

App Ligt » The Really Big Red Ball That Does Nothing » Backfil Priority

The Really Big Red Ball That Does Nothing SDK Key:ef8147ec68264bees6ed3717391315fb

R

Ad Network Priority
Il Priarity
House Ads 3
House Ads AdMob 1
App Settings InMobi 2
Save Changes Cancel
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-

pps se Ads Reports Dev Resources

House Ads » Big Red Button » Edit

Big Red Button

Information Preview

Name: |Big Red Button

L i
Goal: | Website [=]

Goal URL: | http://www.bigredbutton.cc

—
TGO s:30pem

Creative Yep, it still doesn’t do anything!

Type: |Image and Text [+]

AdText: |Yep, it still doesn't do anything!

Android Previ

| Use our default image

Image:

Select your own 38x38 image

Upload Image

Include in App Inventory

[ App Name App Type

D Meter Readings Android

The Really Big Red Ball That Does Nothing Android

Selected apps:1 of 2

Delete Ad: Delete “ou'll be asked one mere time to confirm,
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christian@ilios.dk | Account Seftings | Help| Forum| Log Out

ad

Apps House Ads Reports Dev Resources

App Ligt » The Really Big Red Ball That Does Nothing » Houss Ads

House Ads
Ad Network Settings House A are turned OFF
Remove From App Add House Ad
Backdill Priority
Ad Name Goal Type Share
Ho Al Big Red Bution Website image and Text 100 %
App Settings 100%

Manage House Ads

@®2009-2011 AdMob, Inc.
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AdWhirl can only track impressions.
Go to individual networks for futher data.

The Really Big Red Ball That Does Nothing

Application Select: Last7days |+| Select: The Really Big Red Ball That Doss Nothing [+
Impression
House Ads
170
102
o8
34
|
o !
2011-11-16 2011-11-17 2011-11-18 2011-11-19 2011-11-20 2011-11-21 2011-11-22 2011-11-23
Total InMabi AdMob House Ad W Others
See Help Content
Show
Date Total Impressions InMobi AdMob House Ad Others
2011-11-16 0 0 0 o 0
20111117 0 0 0 0 0
2011-11-18 [ 0 i 0 0
2011-11-19 0 0 0 o 0
2011-11-20 40 2 0 38 0
2011-11-21 9 0 147 0
2011-11-22 30 0 0 30 0
2011-11- 15 7 5 3 0

Nownlnad CEY Rennrt
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Out-dated adapters.
AdWhirl is not well documented.

“Sum of ration weights is 0 - no ads to be shown” :
Remember to enable ad networks in AdWhirl control
panel.

Images in House ads not scaling properly:
http://code.qooale.com/p/adwhirl/issues/detail?2id=137
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http://code.google.com/p/adwhirl/issues/detail?id=137

Increases apk file size
— Adwhirl: 55 kB
— AdMob: 56 kB
— InMobi: 160 kB
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Standard size is ~320x50dp

xhdpi: 1280x800 (640x100px) = 6,3%
hdpi: 480x800 (480x75px) = 9,4%
mdpi: 320x480 (320x50px) = 10,4%
ldpi: 240x320 (240x38px) = 11,7%
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Laes, vurdér gbd ag med tips Hent app til din
Android mobil ni

. Nykredit mobile sparetips
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ol & 22:37
OMX C20 ¢

OMX C20 373,86
A.P.M. - Maersk B 35.020,00

Carlisberg B 393,00
+0,26%

Chr Hansen Hidg 116,60
0,00%

+0

= ol B 22:44

dlolElold

™ /mnt/sdcard

Coloplast B

A.P. Mgller - Maersk B

.android_secure
o— 11-18 14:21 | d--

27. dec 2010 20. maj 2011

.a0.dk
p— 05-03 17:00 | drw

Keob o 'Saelg .

.camelgames
p— 04-1423:56 | drw

.config_c38
. 236 | 11-1717:03 | -rw

.gameAd
[— 08-1923:13 | drw

Nordic Backup
Annoncer fra Google ”

Stage. 1

Med The Skylanders e
100 Saml spendende karakterer & opdag nye verdener |Sgs
200 | i et helt nyt format! e
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Example: A free app with ads vs. a paid 1% app
(0,7% after Googles cut).

With an avg. eCPM of 0,5% you need 1400
impressions to make the same amount of money.

1400 impressions at a refresh rate of 30 sec:
— ~ 11,7 hours of In-app time for a single user.

— ~ 2,5 hours if x5 users

— ~ 1,2 hours if x10 users.
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Free apps are used 6.6 times more than
paid apps.

Apps are in average used 12 times.

5% of users still use the app 30 days
after download. The number drops to 1%
after 90 days.

Source: PinchMedia, 2009 TRIFORK.



Ads will most likely not finance your app.
— Yes, we all heard of Angry Birds!

Trial versions is a good idea (and also
encouraged by Google).

Experiment when you know your users.
— Google Analytics
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