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Who	
  is	
  Karsten?

• CTO,	
  Ne(c	
  A/S
• Masters,	
  CS	
  from	
  Aalborg	
  University

• In	
  opera(ons	
  for	
  25+	
  years
• Splunk	
  deployment	
  Architect

• Evangelist	
  of	
  new	
  technologies
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Ne/c	
  A/S

• Ne(c
– Established	
  in	
  2002
– Private	
  funded
– Located	
  in	
  Aalborg
– 16	
  people
–Mul(ple	
  datacenters

• Business	
  Areas

– Hos(ng
– Opera&ons,	
  Applica&on	
  
Management,	
  ITILv3,	
  24x7

– Consultancy	
  and	
  infrastructure,	
  
S(ngray,	
  VMWare	
  etc

– SW	
  Development,	
  hotspot,	
  
network	
  provisioning	
  etc

– Splunk	
  license	
  and	
  consultancy
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Copyright	
  ©	
  2011,	
  Splunk	
  Inc. Listen	
  to	
  your	
  data.4
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“Two-­‐thirds	
  of	
  all	
  IT	
  spending	
  is	
  just	
  
to	
  sustain	
  the	
  business,	
  not	
  to	
  grow	
  

or	
  transform	
  the	
  business”
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Virtual

Physical

Cloud

Most	
  Enterprise	
  Data	
  is	
  Machine-­‐generated

Energy

Manufacturing

Shipping RFID

Web
Services

Developers
App	
  

SupportTelecoms

Networking

Desktops

Servers

Security

Databases

Storage

Messaging

Online	
  
Shopping	
  
Carts

Clickstream

GPS/Cellular
Online	
  
Services

Addi(onal	
  Sources Core	
  IT Customer-­‐facing	
  IT
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• Fastest	
  growing,	
  most	
  complex	
  segment	
  of	
  digital	
  data

• Generated	
  con/nuously	
  by	
  websites,	
  communica/ons,	
  
networking	
  and	
  complex	
  IT	
  infrastructures

• Contains	
  categorical	
  record	
  of	
  all	
  ac/vity	
  and	
  behavior

• Value	
  from	
  data	
  largely	
  untapped	
  –	
  extremely	
  
difficult	
  to	
  process	
  and	
  analyze	
  by	
  tradi&onal	
  
methods	
  and	
  in	
  a	
  &mely	
  manner
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Splunk	
  Collects	
  and	
  Indexes	
  Any	
  Machine	
  Data

7

Customer	
  
Facing	
  Data

Outside	
  the	
  
Datacenter

Applica&ons
Web	
  logs
Log4J,	
  JMS,	
  JMX
.NET	
  events
Code	
  and	
  scripts

Networking
Configura(ons
syslog
SNMP
neZlow

Databases
Configura(ons
Audit/query	
  
logs
Tables
Schemas

Virtualiza&on	
  
&	
  Cloud
Hypervisor
Guest	
  OS,	
  Apps
Cloud

Linux/Unix
Configura(ons
syslog
File	
  system
ps,	
  iostat,	
  top

Windows
Registry
Event	
  logs
File	
  system
sysinternals

Logfiles ConfigsMessages Traps	
  
	
  Alerts

Metrics Scripts TicketsChanges

Click-­‐stream	
  data
Shopping	
  cart	
  data
Online	
  transac(on	
  
data

Manufacturing,	
  
logis(cs…
CDRs	
  &	
  IPDRs
Power	
  consump(on
RFID	
  data
GPS	
  data
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Logfiles ConfigsMessages Traps	
  
	
  Alerts

Metrics Scripts TicketsChanges

Click-­‐stream	
  data
Shopping	
  cart	
  data
Online	
  transac(on	
  
data

Manufacturing,	
  
logis(cs…
CDRs	
  &	
  IPDRs
Power	
  consump(on
RFID	
  data
GPS	
  data

No	
  upfront	
  schema
No	
  custom	
  connectors
No	
  RDBMS
No	
  need	
  to	
  filter/forward

• Any	
  amount,	
  any	
  loca(on,	
  any	
  source.
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A Single Platform for Operational Intelligence 

Real-time Visibility 
• Live dashboards 
• Event correlation 
• Monitoring and alerting 
• Performance issues 
• Transaction levels 
• SLA tracking 

Three Primary Capabilities 
Historical Analytics 
• Baseline and thresholds 
• Trending 
• Operational insights 
• Historical patterns 
• Compliance reports 
 
 

Single Data Store Single UI Across Use Cases 

Search / Navigation 
• Data drilldown 
• “Needle in a haystack” 
• Root cause analysis /  

troubleshooting 
• Incident investigations 

11 
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Universal	
  Real-­‐Ome	
  Indexing
 Search	
  and	
  report	
  

on	
  any	
  data	
  right	
  
away

 Accurate	
  sta(s(cs	
  
and	
  (me	
  
correla(on	
  	
  across	
  
all	
  sources,	
  even	
  
mul(line

Logfiles ConfigsMessages Traps	
  
	
  Alerts

Metrics Scripts TicketsChanges

Finds	
  and	
  
normalizes	
  all	
  
(mestamps

Iden(fies	
  single	
  
and	
  mul(	
  line	
  

event	
  
boundaries

Tokenizes	
  
regardless	
  of	
  

format

Builds	
  a	
  dense	
  
index	
  in	
  real	
  (me

Any	
  machine	
  
data	
  from	
  any	
  
source	
  and	
  
loca(on

Applica&ons
Security	
  

Infrastructure
DatabasesNetwork

Web	
  /	
  App	
  
Servers

OS
Assets	
  and	
  
Iden&ty

Physical	
  
Security

Persists	
  original	
  
events	
  for	
  

months	
  or	
  years

9
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Resilient	
  Search-­‐Time	
  Knowledge

 Report	
  on	
  any	
  
dimension	
  in	
  
your	
  data

 Not	
  limited	
  to	
  
pre-­‐recognized	
  
formats	
  or	
  a	
  fixed	
  
schema

 Normalize	
  only	
  
what	
  you	
  need	
  to	
  
when	
  you	
  need	
  
toDiscovered User	
  defined App	
  defined	
  

Search-­‐(me	
  Knowledge	
  =	
  On-­‐the-­‐fly	
  Schema

Fields Tags Lookups Types

10
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Massive	
  Linear	
  Scalability	
  to	
  Tens	
  of	
  TBs/Day

11

Send	
  data	
  from	
  1000s	
  of	
  servers	
  using	
  combinaOon	
  of	
  Splunk	
  Forwarders,	
  syslog,	
  WMI,	
  
message	
  queues,	
  or	
  other	
  remote	
  protocols

Auto	
  load-­‐balanced	
  forwarding	
  to	
  as	
  many	
  Splunk	
  Indexers	
  as	
  you	
  need	
  to	
  index	
  terabytes/day

Offload	
  search	
  load	
  to	
  Splunk	
  Search	
  Heads	
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Splunk	
  Apps	
  Let	
  You	
  Do	
  More

12

Community

Technology	
  
Partners

Developers

Splunk	
  Built

DEVELOPER	
  FRAMEWORK

IronPort WSA IronPort'WSA'

Security' AS/400'3'iSeries'

Unix'and'Linux'

Google'Maps'

Windows'

Radio'StaAons'

Security'

F5''

Geo'LocaAon'

XenDesktop'
NetScaler'PDF'Report'Server'

BlueCoat'ProxySG'

Splunk'Monitoring'Nagios' POST/GET'Rqsts'SNORT'

WebSphere'Weather'

Python'Mail'Whois'lookup'

TCP/UDP'Sending' RSS'Input'

Javamail'

Stock'Quote'

SCOM' VMware' Fin.'Inf.'eXchange'

Puppet'Conf.'Mgt'

MulAcast'

Audible'Alerts'

FireEye'Malware'

Encrypt/Decrypt' Enterprise'Security'

Ruby'on'Rails'

BigFix'

TwiWer'

YouTube'

JMS'receiver'

Solera'DeepSee' IMAP'

PCI'Compliance'

Sourcefire'

NetFlow'

Sendmail'

TransacAon'Profiling'

MS'Exchange'

FISMA 

FISMA'Monitoring'

Citrix'NetScaler'

Splunk'Mobile'
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300	
  Apps	
  and	
  growing
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Splunk	
  for	
  Exchange

13
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Splunk	
  for	
  Cisco
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Splunk	
  for	
  VMWare
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Custom	
  Apps

16
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What	
  Makes	
  Splunk	
  Different?

17
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Any	
  Data

• Any	
  format	
  and	
  amount	
  of	
  
data
• Any	
  source
• Full	
  access	
  to	
  100%	
  of	
  data	
  
for	
  months/years
• Cradle-­‐to-­‐grave	
  data	
  
management
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  of	
  
data
• Any	
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  access	
  to	
  100%	
  of	
  data	
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  months/years
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  data	
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Completely	
  Flexible

• Supports	
  analysis,	
  reporting,	
  
monitoring	
  across	
  IT	
  silos
• Flexible	
  dashboards	
  present	
  any	
  
view	
  for	
  any	
  user
• Adapts	
  to	
  change—schema-­‐on-­‐
the-­‐fly	
  design	
  supports	
  new	
  or	
  
unexpected	
  data
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Immediate	
  Results

• Free	
  download,	
  installs	
  in	
  
minutes
• Can	
  get	
  started	
  small	
  and	
  grow	
  
over	
  time—from	
  laptop	
  to	
  
datacenters
• Initial	
  benefits	
  realized	
  in	
  hours	
  
or	
  days
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Splunk	
  in	
  (FMK)	
  operaOons

18
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Splunk	
  in	
  (FMK)	
  operaOons
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Challenges

• ISO-­‐27000
• Segrega(on	
  of	
  du(es
• 24x7x365	
  availability
• Complex	
  setup	
  with
• 70+	
  Servers
•Mul(ple	
  Datacenters
•Many	
  technologies
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  of	
  du(es
• 24x7x365	
  availability
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  setup	
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Deploy	
  Process
• Drain	
  single	
  node
• Deploy	
  new	
  release
• Drip	
  traffic	
  (1%)
•Monitor
• Increase	
  traffic
•Monitor
• Full	
  traffic
• Repeat	
  with	
  other	
  nodes
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  (1%)
•Monitor
• Increase	
  traffic
•Monitor
• Full	
  traffic
• Repeat	
  with	
  other	
  nodes

Splunk	
  Advantage
• Dev	
  access	
  to	
  real(me	
  logs
• Opera(onal	
  insight/baseline
• Catch	
  unknown	
  errors
• Alert	
  on	
  complex	
  errors
• Improved	
  and	
  easier	
  
repor(ng
• Adapt	
  to	
  changing	
  logformat
• Infrastructure	
  included
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Easy	
  to	
  Get	
  Started

19

Download	
  from	
  splunk.com

3.	
  Start	
  Splunking1.	
  Free*	
  download

Datacenter

2.	
  Eat	
  your	
  Machine	
  Data

*free	
  up	
  to	
  500Mb/day
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QuesOons
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QuesOons

?
20

Come	
  by	
  booth	
  for	
  in-­‐depth	
  demo
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Reference	
  Hardware

• Intel	
  x86/64bit
• 8	
  cores
• 8GB	
  memory

• 800	
  IOPS	
  disks

21
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Reference	
  Hardware

• Intel	
  x86/64bit
• 8	
  cores
• 8GB	
  memory

• 800	
  IOPS	
  disks

• 100GB/day

• 4	
  concurrent	
  users
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