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Handle All Probhlems through an
Issue-Tracking System
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The internet will make those bad words go away
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comm- 23 <(
awk '/open \(/{ print $2}'t1 |
sort) \
<(
awk '/open \ (/{ print $2}' {2 |
sort)
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Ble Edt Tools Syntax Buffers Window Help
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-5

wg 30 23:08: 17 TocaThost postFix/anvi1[11949]:
58150

localhost postfix/smtpd[12033]:
62]

4
[ 10, 208,99,

e
g 30 23114102 Tocalhost postFix/swtpd[12033] :

5154434545453 -server. example. com[10. 208, 99.62]

ug 30 23:14:02 '\uca'\hust |J0<}ﬁu smipd[12033] ¢
208

ruer. example. com[10.
ug 30 23:17

localhost postfix/
.208.99.62) at Aug 30 23:14:02
Tocathost postiin/ani1{120951:

ug 30 23:29:18 Jocalhost postfix/smtpd[12064]:

-example. conf 10, 208.99. 62

ug 30 23:29:19 localhost postfix/smtpd[12064] :

515443454545 SelVPr example.com[10.208.99.62]

aihost postfix/smtpd{12064]:
. 08.99.62]
ug 30 23:32:39 localhost postfix/ anvi1[12066]:

1/605 for (ewep:10.208.39.62) ¢ Aug
ug 30 23:32:39 Tocalhost postfix/ anvﬂ[lznm:]
1 for (Jmp 10.208.99.62) at Aug 30 23:29:1
:set notitle

File Edt Tools Syntax Buffers Window Help

statistics: max cache size 1 at a|
connect from s154434545453-serve
Tost connection after AuTH from

disconnect from s154434545453-se

: statistics: max connection rate
0.

5]: statistics: max connection count

statistics: max cache size 1 at
connect from 5154434545453 -serve
lost connection after AUTH from

disconnect from 5154434545453-se

statistics: max connection rate
8

statistics: max connection count

QURE By NG AR SSE TAa TR
0 23:0,

Tocalhost postfix/anvil[12035
localhost postfix/anvil
localhost postfix/anvil
Tocalhost postfix/smtpd
localhost postfix/smtpd
Tocalhost postfix/smtpd
localhost postfix/anvil
localhost postfix/anvil
localhost postfix/anvil
localhost postfix/smtpd
localhost postfix/ m:pd

TocaThost postfix/anviT[11949]:
postfix/smtpd [12033] :
postfix/smtpd [12033] :

localhost postfix/smtpd[12033]:

: lost connection afte:

statistics: max cache size 1 at Aug 30 22:58:50

connect from s154434545453-server.example.com[10.208.99.62]

lost connection after AUTH from s154434545453-server.

example.com[10.208.99.62]

disconnect from s154434545453-server.example.com[10.208.99.62]

statistics: max connection rate 1/60s for (smtp:l0.208.99.62) at aug 30 23:14:02

statistics: max connection count 1 for (Elllt\: lU 208.99.62) at Aug 30 23:14:02
3:14

statistics: max cache size 1 at Aug 30 2

A
disconnect from 1’4434545453 server.example.com[10,20

statistics: max connection rate 1/60s for (smtp:10.208.99, bz) at Aug 30 23:29:18

: connect from sl%lnlilﬁﬁhi server.example, (nm[lﬁ 208.99.62]
WTH from s154434545453-server. cxamp]c com[10.208.99.62]
8. 9

..tems(h.s‘ max mnnectmn count 1 for (smgu :10.208.99.62) at Aug 30 23:29:18

statisti ax_cache e 1 at Aug 30

: connect From s154434345453-server- example. ccm[lﬁ 208.99.62]

Tost connection after AUTH from s154434545453-server.example.com[10.208.99.62]
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Jocalhost postfix/smtpd
localhost postfix/anvil
Tocalhast postfix/anvil
localhost postfix/anvil
Tocalhost postfix/smtpd

: disconnect from 5154434545453-server Examp'\e.com[lu‘zuﬂ.9‘).0!]
statistics: max connection rate 1/60s for (swrp:10.208.99.62) at aug 30 23:44:50
statistics: max connection count 1 for (wm 10.208.99.62) at Aug 30 23:44:50
statistics: max cache size 1 at Aug 30 23:44:50
connect from s5154434545453-server . example, com[10.208.99,62]
Tocalhost postfix/swtpd : Tost connection after AUTH from s154434545453-server. enamp]e com[10. 208.99.62]
1 00:00:23 Jocalhost postfix/smtpd ¢ disconnect from s154434545453-server. example.com[10.208.99
00:03:43 Tocalhost postfix/anvi1[15158]: statistics: max connection rate 1/60s for (smtp:l0,208.99, 62) at Aug 31 00:00:22
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10
ug 30 23:02:17 Tocalhost postfix/anviT[11949]: statistics: max cache size 1 at a|

6
localhost postfix/smtpd[12033]:

114:02
r. ?Xamp'\? com[ 10,208, 99.62]

0 23:14:02 localhost postfix/smepd[12033]:

connect from s154434545453-serve

Tost connection after AuTH from

51’4434545453 server,example.com[10.208.99.62]
ug 30 23:14:02 localhost |J0<tﬁu smtpd[12033]: disconnect from s154434545453-se
e\amp]e (nm[m 208.99.62]
3 3 localhost pastfix/anvil[12035]: statistics: max connection rate

lD 208.9¢ 9 [12} at Aug 30 23:14:02
localho: stfix/, anle[JZOS)J
.208.99, ﬁ;] at Aug 30 23
localhost postfix/ anvﬂ[lZOS)]: statistics: max cache size 1 at

statistics: max connection count

2

ug 30 23:29:18 Tocalhost postfix/smtpd[12064]: connect from s154434545453-serve
.example . com[10. 208, 99,62

ug 30 23:29:19 localhost postfix/smtpd[12064]: lost connection after AUTH from

5154434545453-server, exanple. com[10. 208, 99.62]

ug 30 23:29:19 localhost postfix/swtpd[12064]: disconnect from s154434545453-se

rver. example. com[10.208.99.62]

ug 30 23:32:39 Tocalhost |J05tﬁx, auvﬂ[]zooa]: statistics: max connection rate

1/60s for (smtp:10.208.99 Aug

ug_‘(] 23:32:39 localhost pns i anvﬂ[lH)f)(:] statistics: max connection count
1 for (smtp:10.208.99.62) at Aug 30 23:29:18

:set notitle

File Edt Tools Syntax Buffers Window Help

&n88/548 140 s
TocaThost postfix/anviT[11949]:
localhost postfix/smtpd[12033]:
Tocalhost postfi -imtpd 12033]:
localhost postfix/smtpd[12033]:
Tlocalhost postfix/anvil[12035

statistics: max cache size 1 at Aug 30 22:58:50

connect from s154434545453-server.example.com[10.208.99.62]

lost connection after AUTH from s154434545453-server.example.com[10.208.99.62]

disconnect from a154434545453 server. Exam|ﬂn com[10.208.99.62]

statistice: max connection rate 1/605 for (smtp:10.208.93.62) at Aug 30 23:14:02
localhost postfix/anvi1[12035]: statistics: max connection Cﬂunt 1 for (smtp:10.208.99.62) at Aug 30 23:14:02
localhost postfix/anvil[12035]: statistics cache size 1 at Aug 30 23:14:02
localhost postfix/smtpd[12064]: connect flmll Sl“ﬂlidiﬁh? server.example.com[10
localhost postfix/smtpd[12064]: lost connection after AUTH from s154434545453-se
Tocalhost postfix/smtpd[12064]: disconnect from s154434545453-server.example.com
localhost postfix/anvil[12066]: statistics: max connection rate 1/60s for (<mtn
]Ioca_]”hust pustpx;‘anvi]‘ 1?0}?2 .,t:ms(n.s max mm’:e:tmn count 1 r%. wp L v FREE Wind 10
ocalhost postfix/anvi1[12066]: statisti max_cac| 1 at Au
localhost postfix/smtpd[12154]: connect From 15443454545 - server. gxammc ccm[lﬂ g By (Tisfetis
Tocalhost postfix/smtpd[12154]: lost connection after AUTH from s154434545453-se |
Tocalhost postFix/swtpd[12154]: disconnect from 5154434545453 server. examp]e.com upgrade is ready!
localhost postfix/anvil[12156]: statistics: max connection rate 1/60s for (smtp:
localhost 12156]: statistics: max connection count 1 for (smtp:10.
localhost postfix/anvi1[12156]: statistics: max cache size 1 at Aug 30 23:44:50
Jocalhost postfix/smtpd[15156]: connect from s154434545453-server,example,com[ 10

:23 localhost postfix/smtpd[15156]: lost connection after AUTH from s154434545453-se
:00: localhost postfix/smtpd[15156]: disconnect from s154434545453-server.example.com
103:43 TocaThost postfix/anvil[15158]: statistics: max connection rate 1/60s for (smtp:

Introducing Windows
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*Wireless Network Conne:
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

X

-[ol

4 m @ B Q & = = §F & | _ L
[x[Apoly play f tr-/> | Expression... | +
Mo, Time ‘ Source Destination ‘ Protocol [Lenglh ‘ Info H
2862 24.439942 52.85.245.42 172.20.5.125 TLSv1 1514 Server Hello
2863 24.441854 172.20.5.125 4.2.2.1 DNS 91 Standard query ©x1248 A images-na.ssl-image..
2864 24.442802 52.85.245.42 172.28.5.125 TLSv1. 1514 Certificate
2865 24.442622 172.20.5.125 52.85.245.42 TCP 54 62874 -+ 443 [ACK] Seq=212 Ack=2921 Win=6570..
2866 24.442933 52.85.245.42 172.208.5.125 TLSv1 1514 Certificate Status
2867 24.444938 52.85.245.42 172.28.5.125 TLSv1_ 35@ Server Key Exchange
2868 24.444963 172.28.5.125 52.85.245.42 TcP 5462874 + 443 [ACK] Seq=212 Ack=4677 Win=6570@..
2869 24.444982 4.2.2.1 172.28.5.125 DNS 395 Standard query response @x1248 A images-na...

2870 24.445638 DNS

2872 2

~073 2

445951

AAcInA

£n oc_nac_aca

Ticu

91 Standard gquery ©x4d91 A image sl-image..

66 62869 + 8@ [ACK] Seq=267 Ac

U~11~ 0

— mee

1nc i

#[2 Reassembled TCP Segments (338 bytes): #2866(51), #2867(287)]
Secure Sockets Layer
=TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (ex@383)
Length: 333
=Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
# EC Diffie-Hellman Server Params
Secure Sockets Layer
=TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

CEEERNOR cf e9 14 82 3d @@ @a f7 Bb 9@ da @8 @0 45 @0
CEECRe1 S0 f1 26 40 00 37 @6 76 70 34 55 f5 2a ac 14
LpI:0S 7d @1 bb f5 9a fc a5 @d 45 44 ed 7b 51 50 18

+ Frame 2867: 350 bytes on wire (28@@ bits), 350 bytes captured (2860 bits) on interface @

+ Ethernet II, Src: Broadcom_8b:98:da (@@:0a:f7:8b:9@:da), Dst: Apple_14:82:3d (28:cf:e9:14:02:3d)

= Internet Protocol Version 4, Src: 52.85.245.42, Dst: 172.20.5.125

¢ Transmission Control Protocol, Src Port: 443 (443), Dst Port: 62874 (62874), Seq: 4381, Ack: 212, Len: 296

vpal.*. .

(.o..=..
.P.B@.7.

E

E

Frame (350 bytes) | Reassembled TCP (338 bytes)

7 Frame (frame), 350 bytes

Profile: Default

Packets: 3190 - Displayed: 3190 (100.0%)
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Dehug Unwieldy Systems
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# Obtain path
echo $PATH |
# Split the into lines
sed's/:/ \n/g'|
# For each line (path element)
while read path ; do

# Time it

PATH=S$path:/ usr /bin/time - f
"%e $path” which Is >/dev/null
done

0.01/ wusr/local/ bin

0.01

/ cygdrive /c/ ProgramData/Oracle/Jav
a/ javapath

0.01/ cygdrive /c/Python33

4.55/

0.02/ cygdrive /c/ usr/local/ bin
0.01/ wusr/bin

0.01/ cygdrive /c/ usr/ bin

0.01/ cygdrive /c/Windows/system32
0.01/ cygdrive /c/Windows

0.01.
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Tools & Techniques
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Utilize Command-Line Tool

grep -r' Dodgy doffset
grep -r'/".|
grep -v'/ sizeof

19
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program 2>&1| grep Falil

sudo tail ZF /var/log/  maillog

long - running -regression -test; \
printt  '\a'

sudo tail -F/var/log/ secure |
fgrep -q' Invalid user'; \
printt  '\a'

sudo tail -F/var/log/ secure |
fgrep -m1' Invalid user'|
mail - s Intrusion jdh@example.com

20



40 'Iul:a]host postfu,fsmt d 12033 i
+14:02 ocalhost postfix/smtpd[12033] :
114:02 ocalhost postfix/smtpd[12033]:
117:23 Tocalhost postfix/anvil[12035):
723 Tocalhost postfix/anvil[12035]:
:23 Tocalhost postfix/anvi1[12035]:
118 Tocalhost postfix/smtpd[12064]:
:19 Tocalhost postfix/smtpd[12064]:
119 Tocalhost postfix/smtpd[12064]:
139 Tocalhost postfix/anvil[12066]:
:39 Tocalhost postfix/anvi1[12066]:
:39 Tocalhost postfix/anvil [12066]:
:50 Tocalhost postfix/smtpd[12154]:
1 Tocalhost postfix/smtpd[12154]:
1 localhost postfix/smtpd[12154]:
1 Tocalhost postfix/anvil[12156]:
1 Tocalhost postfix/anvil[12156]:

5
5
B
i1
2.1)1 Tocalhost
12
i2
4

3 3 Tocalfost posttixzanvi | [15156]:

15/6/2016

15t d
:unnect fron 5154434545453 -server. exaq: e, :om[lO 208.99.,62]
Tost connection after AUTH from s154434545453-server, example, con[10.208,99.62]
disconnect from s154434545453-server. example. con[10,208,99.61]
statistics: max connection rate 1/60s for (swtp:10.208.99.62) at Aug 30 23:14:02
statistics: max connection count 1 for (swtp:10,208,99,62) at Aug 30 23:14:02
statistics: max cache size 1 at Aug 30 23:14:02
connect from s154434545453-server, example, com[10,208,99.62
Tost connection after AUTH from s154434545453-server. example. con[10.208.99.62]
disconnect from s154434545453-server, example, com[10,208.99.62)
statistics: max connection rate 1/60s for (smtp:10.208.99,62) at Aug 30 23:29:18
statistics: max connection count 1 for (smtp:10.208.99.62) at Aug 30 23:29:18
statistics: max cache size 1 at Aug 30 23:20:18
connect from s154434545453-server. exanple, con[10.208.99.62]
Tost connection after AUTH from s154434545453-server, exalm'le con[10,208.99.62)
disconnect from s154434543453-server. exanple. com[10. 208, 99.62)
statistics: max connection rate 1/60s for (smtp:10,208.99.62) at Aug 30 23:44:50
statistics: max connection count 1 for (sutp 10 108,99.62) at Aug 30 23:44:50
tics: max_cache size 1 3

Your Work Environment
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fileprune (Debugging) - Microsoft Visual Studio

start = current;

current += diff;
} else

current++;

} else
for (i = @; i < depth; i++)
schedule[i] = i;
}

/* Print (rather than execute) the calculated schedule */
static void
print_schedule(void)

int 1;

for (1 = @; i < depth; i++)
printf("%d\n", schedule[i]);

=
EDX
ESI
EDI
EIP
ESP
EBP
EFL

@O3BF768 = 77273406

00000000
00000000
‘00000000
POF81F84
003BF768
@03BF76C

= 00000202

* schedulefsi] -1414812864

Line 467

@ finfolfi CXX0017: Error: symbol *fi” not found
CXX0017: Error: symbol "limit" not found

fileprune.exe!main(int a
exe!_tmainCRT:

. char * * ai

Line 284

Line 278 + Ox12 bytes

]

kernel32.dII'766e338a()

[Frames below may be incorrect and/or missing, no symbols loaded for

15/6/2016
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Examine the Values

ofiVariahles, Expressions, Data
Structures
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$ ./race
counter=100000
$ ./race
counter=103754
$ ./race
counter=101233
$ ./race
counter=100000
$ ./race

counter=103977

$ gdb_record race

(gdb) break main

Breakpoint 1 at 0x400730: file race.c, Tline 28.
(gdb) continue

Continuing.

Breakpoint 1, main () at race.c:28

28 for (i = 0; i < 2; i4++)

(gdb) pin record on

monitor record on

Started recording region number 0

(gdb) continue

Continuing.

counter=127873

[Inferior 1 (Remote target) exited normally]
(gdb) quit

26



$ replay pinball/log_0
counter=127873
$ replay pinball/log_0
counter=127873
$ replay pinball/log_0
counter=127873

$ gdb_replay pinball/log_0 ./race

0x0000000000400737 1in main () at race.c:28

28 for (A =0; 1 < 23 i++)

(gdb) pin break 16 if tmp == 0x108e5

monitor break at 0x4006fe if [ 0x4006ed : %rsp + -12 ]
4 == 0x108e5 #tmp:<16>

UncoverDeadlocks and
Race-Gonditions

with:Specializedtlools

15/6/2016
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(gdb) display i
(gdb) display sum
(gdb) break 10

Breakpoint 2 at 0x400542: file loop.c, line 10.

(gdb) record

(gdb) cont

Continuing.

45

Breakpoint 2, main () at Toop.c:10
10 }
2: sum

= 45
1: § = 10

(gdb) reverse-next

9 printf("%d\n", sum);
2: sum = 45

1: i = 10

(gdb) reverse-next

7 for (i = 0; i < 10; i++)
2: sum = 45

1: i =9

(gdb) reverse-next

8 sum += 1i;

2: sum = 36

1: i =9

15/6/2016
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Attach a Debuyyer
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Your Debugging Tools

Know How to View

Assemhbly Code and Raw Memory

BuaMSI000D
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