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Deployment; recent
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A Platform on Top of Amazon Web Services

DOCKER SSH AUDIT FULL AWS
DEPLOY ACCESS REPORTS ACCESS
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Isolated AWS Accounts & OAUTH 2.0 & Security
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Immutable Stacks
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Immutable Stacks

myapp.example.org
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$ senza traffic myapp v2 10

10%
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Immutable Stacks
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$ senza traffic myapp v2 100
0%

@ ELB myapp-v2 s



Deployment with Senza
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SENZA: DEFINITION YAML

Senzalnfo:
StackName: hello-world
Parameters:
- ImageVersion:
Description: "Docker image version of Hello World."
SenzaComponents:
- Configuration:
Type: Senza::StupsAutoConfiguration # auto-detect network setup
- AppServer: # will create a Launch configuration and ASG with scaling triggers
Type: Senza::TaupageAutoScalingGroup
InstanceType: t2.micro
SecurityGroups: [app-hello-world]
ElasticLoadBalancer: ApplLoadBalancer
TaupageConfig:
runtime: Docker
source: "stups/hello-world:{{Arguments.ImageVersion}}"
ports:
8080: 8080



The STUPS.io Stack
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ttings - henning

Search: Log Facets Histogram Graph Minimize = Help @
Filter Expression: $logfile="/var/log/application.log' $serverHost="connection-tracker'
Start 14 hors Tue Sep 1, 2005 11:13:57 AM ..
Display Severi[)r:i”!:inest '.i Show: [ Timestamp LI Server [ Filename

P Refine search by: ]

Clear Form Save Search... = Q Search

11:20 AM 12:30 PM

Sep 1, 2015
Sep 1 89:19:54 ip-172-31-155-221 docker/42af9c3b8475[804]: 172.31.9.189 -
Sep 1 09:19:54 ip-172-31-155-221 docker/42af9c3b0475[804]: INFO:root:
Sep 1 09:19:54 ip-172-31-155-221 docker/42af9c3b0475[804]: INFO:root:
Sep 1 09:19:54 ip-172-31-155-221 docker/42af9c3b0475[804]: 172.31.1.171 -
Sep 1 09:19:54 ip-172-31-155-221 docker/42af9c3b0475(804]: INFO:root:
Sep 1 09:19:55 ip-172-31-155-221 docker/42af9c3b8475[804]1: INFO:root:
: INFO: root:
7 D T D I R oot
INFO:root:
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1:30 PM 2:00:10 PM ... 3:02:00 PM

[2015-09-81 09:19:53] "GET /health HTTP/1.1" 280 111 6.000591
: Collecting network interfaces..
: Got 4 interfaces, @ load balancers and 4 instances
[2015-09-81 09:19:54] "GET /health HTTP/1.1" 286 111 @.009037
: Collecting network interfaces..
: Collecting network interfaces..
: Got @ records and @ new connections
: Connecting to eu-west-1..
: Collecting public ECZ instances..
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REMOTE ACCESS




Remote SSH Access

e Mostly for Debugging
e Audit Logging

e piu granting Access
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ZMON - our monitoring Solution

il ZMON 2.0

Filter alerts

Platform/Software

STUPS Application Errors g — ity

a-even[701] (13.93)

ZMON Worker outdated (3)

i-3beb1891[ro1) (. /zmon-worker:0.30-cloudwatch) , i-11d23bf7[701] (o
worker:0.30) ,i-b50e1753[178] (*~~ ~ ~  {zmon-worker:0.30)

Timestamp Last run
Even Requests
aws-ac[701] ({"requests_per_sec":0.05,"http5xx_errors_per_sec":0,"http4xx_errors_per_sec™:0,"latency ms":441.0972...)

elb-docs-2[178] 2015-05-29 16:58 (31s ago)

Od d H O.St U nreac h a b le (9) e (] elb-essentials-b14[701] 2015-05-29 16:57 (37s ago)

shop[team-service] (["eu-central-1":"OK","eu-west-1":"[Errno -2] Name or service not known"}) , dotooling[team-service] {{"e el 2 - elb-even-b35[701] 2015-05-29 16:58 t?s ago}
1":"[Errno -2] Name or service not known","eu-west-1":"[Errno -2] Name or service not k...) , platform[team-service] ({"eu-cen _
1":"0K","eu-west-1":"[Ermo -2] Name or service not known"}) More... ehel] 2 (] elb-even-b37[701] 2015-05-29 16:57 (37s ago)




ZMON Appliance PRl

ZMON
Controller
Team “Foo0” Team “Bar”

ZMON ZMON
Appliance Appliance

*.foo.example.org *.bar.example.org
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DISTRIBUTION OF CREDENTIALS OVER S3 BUCKETS
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STUPS in a Nutshell

A

STUPS
i |

amazon
web services™

© Isolated AWS account per Team
@ Deployment with Docker

€ Managed SSH Access

@ REST/OAuth 2.0 mandatory

© Traceability of changes



What you might find valuable

e Taupage AMI with Docker runtime
e Senza to manage Cloud Formation

e Pier One Docker Registry with S3

http://docs.stups.io/en/latest/user-guide/standalone-deployment.html


http://docs.stups.io/en/latest/user-guide/standalone-deployment.html
http://docs.stups.io/en/latest/user-guide/standalone-deployment.html

Questions?

STUPS Homepage
stups.io

GitHub Repositories
github.com/zalando-stups

tech-stups-pr@zalando.de


http://stups.io
http://stups.io
https://github.com/zalando-stups
https://github.com/zalando-stups
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