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Why Modding?
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Can a Virtual Private Network help?
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Why VPN?

● All traffic encapsulated between network endpoints – 
and optionally encrypted!

● Connect to private networks and resources which are 
not always publicly available on the Internet (home, 
school, company – printers, servers, unattended 
webcams and automation devices without third party 
intermediary).

● Access Internet with traffic which is opaque to 
observers until emerging from a source in a different 
out of region city/country.



  

Which devices can use a VPN?

● Multiple clients available for Linux, Mac OSX, 
and Windows

● On Android (official app in Store)
● On iOS (official app in Store)
● Or something completely different...

PPTPPPTP

L2TPL2TP

IPSECIPSEC



  

What is the history of WRT54G?



  

Why OpenWrt?

● One of several firmware choices since public WRT54G code – along 
with DD-WRT and Tomato

● Full packaging system for adding new software including VPN 
servers and clients

● Full operating system based on Linux and available for large variety 
of platforms (diverse set of devices / instruction sets)

● Web and command line interfaces
● Vast array of optional features and highly customizable
● Small in size, small enough for even for devices with modest 

technical capabilities – limited in CPU, RAM, and storage



  

How about a tiny travel router???!!!!



  

or Wifi client mode

Small device, huge security improvement!



  

The paradox of choice



  A quick note about the darkside...
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