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all about?
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I am The Cavalry



He would want me to tell you

Software is eating the world.

DevOps and Security is a rare
opportunity.

 Makes security positive, cultural+
Show the Rugged Manifesto
Honey Badger = Security + DevOps ...
Empathy, Empathy, Empathy
Bridge communities!




He would want me to emphasize

* |nstrumentation
* Be Mean To Your Code
 Complexity is the Enemy

 Change Management (Automation
through tooling)

* Empathy (Did | say that yet?)




He would want me to mention

* By updating our software (and it’s
dependencies) we can address a
huge amount of attack surface.

* DevOps should be good at this.
 Empathy (Did | say that yet?)
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OWASP?




Introduction
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This was a setup. Chicago style.




X [ wwwruggedsoftware.org
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This site can’t be reached
www.ruggedsoftware.org took too long to respond.
Try:

» Checking the connection
» Checking the proxy and the firewall

DETAILS



Oh no! This blog's domain ruggeddev.org expired!

Unfortunately you cannot access this blog from ruggeddev.org any more. This domain
name expired and will soon be canceled.

Please contact the owners of this website and remind them to renew this domain before it's
too late, They need your help!



But in Chicago,- we make the best of every situation.




Rubular

a Ruby regular expression editor

A(?=.*Dev)(7=.*Sec)(?=.*0ps)[(?! .*Ops.*Dev).*$

Positive Security
DevOps
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Let’s learn what we can from

Rugged (applied to DevOps)




| recognize that software has become a foundation of our modern world.
| recognize the awesome responsibility that comes with this foundational role.

| recognize that my code will be used in ways | cannot anticipate, in ways it was not
designed, and for longer than it was ever intended.

| recognize that my code will be attacked by talented and persistent adversaries who
threaten our physical, economic and national security.

| recognize these things — and | choose to be rugged.
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| recognize that software has become a foundation of our modern world.
| recognize the awesome responsibility that comes with this foundational role.

| recognize that my code will be used in ways | cannot anticipate, in ways it was not
designed, and for longer than it was ever intended.

| recognize that my code will be attacked by talented and persistent adversaries
who threaten our physical, economic and national security.

| recognize these things — and | choose to be rugged.






[ .et’s talk about adversaries...






This year, organized crime became

the most frequently seen threat actor
for Web App Attacks.

Source: Verizon 2015 Data Breach Investigations Report
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Threat model
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Security Examples



SELECT "orders".* FROM "orders"
WHERE
(rewards code = 'a')
union select id, 'product', 1, 1,
'ec', 'ecvv', 'expiration',
email as first name,
encrypted password as last name,
created at, updated at,
id, 'reward' from users,; --')



Getting Rugged?

Train.

Search for string concatenation: +, append prefer
parameterized queries!

Do code review.
Use static analysis.

Use web app scanning. W,



Output Encoding

< &lt;
> &at;
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Getting Rugged?

Train.

Search for {{{, innerHTML, .raw, utext, etc.
Do code review.

Use static analysis.

Use web app scanning.



Insecure Direct Object Reterence

Hani Joanne

Salary Record Salary Record

Authorization fail!
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Given(/”a new project created by a user$/) do
uuid = SecureRandom.uuid
@userl = “fb_user_1_#{uuid}@jemurai.com"
register_as_user(@userl, “"password")
# Logout(@userl)
# Login_as_user(@userl, 'password')
new_project("Insecure Deirect Object Reference #{uuid}", "Forceful Browsing Desc")
@url = current_url
end

When(/*a different person attempts to access the project$/) do
logout(@userl)
uuid = SecureRandom.uuid
@user2 = “fb_user_2_ #{uuid}@jemurai.com"
register_as_user(@user2, "password")

# Logout(@user2)

# Login_as_user(@user2, 'password')

end

Then(/~the system should prevent access$/) do

visit @url

expect(page).not_to have_content “Forceful Browsing Desc"
end
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The Sydncy Morning Herald
BusinessDay

LT Markets + Quotes Budget 2016 Property + Money Small Business + Innovation Compa
Today's News Comment World Mining Banking The Economy Aviation Energy Media Workpl

You are here: Home » Business » Consumer affairs

Menulog customers access other people's private
details and orders

May 19, 2016 - 4:30PM 61 reading now Read later

Esther Han
Consumer Affairs Editor
View more arlicles from Esther Han

Follow Esther on Twitter 5 Follow Esther on Google+ Email Esther



Some Specifics Around Process



Security in the SDLC

Building software is a process.

The best way to make software secure is to make security
part of the process.

There are many ways to do this - none is perfect.

Find a way to make the security fit your process.
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Classic Waterfall Delivery




Classic Waterfall Delivery




Continuous Delivery: The Unit of Work is a Story




Continuous Delivery: The Unit of Work is a Story

[ Requirements J ( Design J

Security Requirements Threat model / attack surface

= (=)

Security Unit Tests Static Analysis on Commit
Exploratory Testing Code Review
Checklists

-
Understand Dependencies %\",’O
‘e
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Classic security sees this
and wants to ...



SOFTWARE FASTE

T0 RERLEASE VAWABLE /
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Baseline Security
Requirements



ARE
STAKEHOLDERS
ASKING FOR
SECURITY?









Story Points



Estimates to Include
Security Considerations



Here’s why.



Agile metrics
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Story Review



Incremental Code Review



Continuous Integration
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allow potentially msalicious code to be hidden within secure code, and
activated by the minification process.

For more information, coasult:
hettpa://zyas.scripts.nit.edu/blog/backdooring-js/

Solution: upgrade to >= 2.7.2
Vulserabilities found!

rinding: -4
Description: Package jquery-1.7.2 has known security issces
Timostamps 2016-05-24 19:35:48 40000
Source: (rscanmer+>"Retirels®, i1file~>"app/assets/javascripts/jquery.js”, tlines>nil, 1code~>nil)
Severity: 2
ringerprint: f£2b85£6234£155905700d57d93052bded20% 042109049 20c01dlRedbaccél
a::.u- httpi//bugs, jquery.com/ticket/11290\nhttp1//research, insecurelabs,.org/ jquery/test/
Finding:
Description: Contaiss word: password
Timostazps 2016-05-24 19:25:48 +0000
Source: SFL:/ump/20%65/app/vievs/devise/saller/reset password instructions.html.erb
Severity: unknown
ringerprint: THD
Details
Finding: -d
Description: Contaiss word: password
Timostazp: 2016-05-24 19:35:48 +0000
Source: SFLi1/tmp/20%65/app/vievs/devise/passwords

ringerprinst: TBD

Finding: -d
Description: Potential On Rails database configuration file
Timostazp: 2016-05-24 19:35:48 +0000
Source: SFli/tmp/20965/config/database.ynl
Severity:
ringerprinat: THD
Details Might contain database credeatials.
Finding: -d
Descriptiona: On Ralils database schesa file
Tizostazp: 2016-05-24 19:35:48 +0000
Sourcer SFLi/tap/20965/db/schema.rdb
Severity:
ringerpriat: THD
Detail: Contains informatiom on the database schema of a Ruby On Rails application.
Build step 'Execute managed soript’ marked build as fallure
Finished: FAILURE



Static Analysis



Checklists



“ Example Issue for Testing Checklist

ZEot  OCommant Assign Mom*  Open InProgess Resohved Reopened  Closed 2 Q Egper

Details People
Type: + New Satus: Assgrea
Feskre (View Worklow) 7] Unessigred

Priosty: - P Resoluson Untsohred Assign 1o me

Alfects Version's: Nore Fix Versionds: None

Compeontn None Reporter:
Votes:

Description -

Narative: As 8 reguiar user, | need 10 be able 10 view my profile data 1o ensure Pat Walchers:

1t containg he comect information in onder 10 Manage My Stalus as an acve user in € Stop walching his issue

o system,



5 Example Issue for Testing Checklist

# Eoit  Comment Assign  More - Open InProgress Resoved Recpened  Closed 2 Q) Expor

Details People
Type: (& New Status: [ OPEN | Assignee:
Feature (View Workfiow) 7] Unassigned
Priority: - P3 Resoltion; Urresclved Assign fo me
Affects Version/s: None Fix Version's: None
Component/s: None Reporter:
Labess: None &) Man Konca
Voles:
Description .
Narrative: As a regular user, | nead 1o be able %0 view my profile data 1o ensure that Walchers:
1 containg the correct information in order 10 manage My stalus as an active user in € Stop watching this issue
the system.,
Accaplance Criteria: Dates
« User should be able to follow a link from the 1op right to their profile. Created:

« User shoukd see all relevant cata (email, address, name, birthay) —




- 4 Example Issue for Testing Checklist

# Ecnt O Comment Assign  More ~ Open InProgress Resolved Reopened Closed e
Detalis People
Type: + New Status: [ oPeN | Assignee:
Feature (View Workfiow) 7] unassigned
Alects Version's: None Fix Version's: None
Component/s: None Reporter:
Labes: None &) ron xonca
Voles:
Description L))
Narative: As a reguiar user, | need to be able to view my profile data 10 ensure that Walchers:
it contains the corract information in order 10 Manage My sialus & an active user in © Stop watching this issue
e system.
Acceptance Criteria: Dates
o User should be abie to follow a link from the top right to their profile. Croated:
o Usar shouls see all relevart data (email, address, name, birthday) 13/ S0p/15 516 PM
i Updated:
« The page shoukd nol have XSS. it should encode any user data. 1USep/16 518 PM
« The page should not be injectable.
« The page shoukd implament authonzason
« Any sensitive data should be stored / displayed in accordance with the data Drag and Drop
classification document,

) Expor



4 Example Issue for Testing Checklist

SE COComment Assign Moe~  Open WnProgress Resoved Recpened Closed =2 Qep

Details People
Typec 4 New Stats =0 Assignee:
Festure (View Workfiow) ] Urassignee
Affects Version/s Norw Fix Version/s: Nore
Compoomty: Norm Reporter:
Voles:

Descripton L)
Namrative: As a reguiar user, | noed 10 be able 1o view my profile data 10 onsure that Waichers:
1 contiien the corect Information in Order 10 MANGGN iy SIMUS B35 89 SCtive Lsar in © Siop mwcting this issue
e system.
Acceptance Criteria: Dates

o User should e able 1 follow & ink from the 1op right 10 their profile. Creatos

« User shoukd only be abi 5 500 their own necsrd. it

= Viewing of a profile should be logged for Suture referonce. Updated:

o Birtday, fame and p3ess ane Pl and shoukd be siored candlly. 1USep/15 520 PM
Securtty Checkist

« The page should not have XSS, It shoukd encode any user data, Drag and Drop

« The page should not be injectable.

« The page should implement authorization

« Any sensiive cata should be stored / deplayed iIn accordance with e data

Sebect fles



Bug Tracking



Testing
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Insecure software







Operationalize




Understand lifecycle



Think Incremental



Security Requirements

Security Unit Tests (:“:'%Ef‘;m \
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Automate security tools
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Security Tool Automation: T
Code analysis
Security unit tests
Pynawmic scanning

ete.



CONTINUOYS D Dtuvuv

Security Tests Run

Exploratory Testing Includes Security
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A detalled example:

Let’s say a feature is being developed
Then devs and testers are checking a new feature

Let them browse through an attack proxy (like Burp or
ZAP) in passive mode

At night or when the system is quiet, use the browsing
pattern as seeds for overnight attacks



Continuous feedback



Feedback!
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False
- Positives




Optimize for relevance



Provisioning tools



CONTINUOYS D Dtuvuv '

Since its easy to provision
we can do security testing
safely in a new env.
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Audit tools



Peployment checks
includes security
audit checks.
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Self documenting for
regulatory anad
compliance!



Chaos tools



Change is good



Change is happening.
It can be an
opportunity
instead of a hassle.
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Complexity is an enemy



Pecomposition to micro-services reduces dependencies and complexity.
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Right now, security hurts.



Shared responsibility



Another principle of software delivery: build security in!
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do security right!

Pone means
secure!



Measure results



—vent based model ...
(Reactive)




Commit

Security Unit Tests

Static Code Analysis (Pipeline)
Security Requirements

Check Dependencies

Code Review

Checklists



Deploy

e Scripted Provisioning / Built in Change Control
* Provisioning Auditing (Chef Audit, hardening.io)

e Gauntlt



Periodic

Full app analysis (static, manual pen test)
Secure Development Training

Baseline Security Requirements Review
ASVS Review

Data Science on Results



Security Incident
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Required metasploit struts demo...



/bin/dependency-check.sh
a struts2-showcase

out /tmp/
s /tomcat-root/struts2-showcase/

9



<vulnerability>
<name>CVE-2013-2251</name>
<cvssScore>9.3</cvssScore>
<severity>High</severity>
<cwe>CWE-20 Improper Input Validation</cwe>
<description>Apache Struts 2.0.0 through 2.3.15 allows remote
attackers to execute arbitrary OGNL expressions via a parameter
with a crafted (1) action:, (2) redirect:, or (3) redirectAction:
prefix.</description>
<references>
<reference>
<source>BID</source>
<url>http://www.securityfocus.com/bid/64758</url>
<name>64758</name>
</reference>

)



Takeaway: lots of your 1ssues might be 1n
your dependencies!



So what is Rugged all About?
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Traditional Plan Orriginal

goal




Traditional Plan Orriginal

> > goal

Agile Plan













CHICAGO
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Remember to
rate this session
Thank you/



