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HACKING MY ROUTER

Anders Skovsgaard


Hackavoid!



The Router!

2!



The Router!

3!



The Config File!
	
  
http://10.0.0.1:2033/rom-­‐0	
  
and public (WAN)	
  http://212.242.220.16/rom-­‐0	
  
!
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The Diff!

5!

Fabricated Config File #1!
Password: 1234!

Fabricated Config File #2!
Password: 4321!



The Replace!

6!

Fabricated Config File!
Password: 1234!

Real Config File!
Password: ?!



The New Config File!

7!



Router and Connection Password!
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Attacks!

9!

•  Make fun!
n  Reset the router.!
n  Change passwords.!
n  Change NAT settings.!

•  More severe!
n  Upload buggy firmware.!
n  Upgrade his connection.!
n  Change DNS settings.!



DNS Attack!
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DNS Attack!

11!

•  ISP Name Server returns:!

	
  www.google.com.	
  CNAME	
  www.l.google.com.	
  
www.l.google.com.	
  A	
  173.194.69.99	
  
www.l.google.com.	
  A	
  173.194.69.104	
  
www.l.google.com.	
  A	
  173.194.69.106	
  
www.l.google.com.	
  A	
  173.194.69.147	
  
www.l.google.com.	
  A	
  173.194.69.105	
  
www.l.google.com.	
  A	
  173.194.69.103	
  
www.l.google.com.	
  A	
  173.194.69.99	
  
www.l.google.com.	
  A	
  173.194.69.104	
  



DNS Attack!

12!

•  New DNS settings:!

!Primary DNS Server: 212.242.220.16 (attacker IP)!

•  Returns:!

	
  www.google.com.	
  A	
  212.242.220.16	
  



DNS Attack!

13!

“New	
  Job”	
   “New	
  Job”	
  



•  Attacks on https:// not possible.!

DNS Attack!

14!

•  Unless:!



•  Google Public DNS!
70 billion requests/day.!
!

•  OpenDNS!
30 billion requests/day.!
!

•  Many more: Dnsadvantage, Norton, ScrubIT.!
!

+ !Faster!
+ !No censorship!
!
- !DNS Attacks may happen.!

!Trust your DNS and Certificate Authorities (CA).!

DNS Risks!
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•  ZyXEL fixed the problem in 2008.!

•  The solution:!
!
Default setting: Public (WAN) access is disabled.!
!

•  What could be done?!

n  Secure the Config File – require login.!

n  Encrypt the complete Config File – not only the password.!
!

The Router Fix!
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Questions? !!

Anders Skovsgaard!
anders@hackavoid.dk!

www.hackavoid.dk!
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War Stories
Tracking down an IE7 performance problem

1Monday, May 21, 12



The Problem

• Application load time in Internet Explorer 
7 suddenly and dramatically increased

2Monday, May 21, 12



My job?

• To track down the revision that caused it

3Monday, May 21, 12



Simple?

4Monday, May 21, 12



Not really...

• Automated tests hadn’t been running for 
several days

• The performance environment didn’t have a 
simple way to redeploy previous versions

• ...it’s Internet Explorer

5Monday, May 21, 12



1. Eyeball the Revisions
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2. Binary Search
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But first...

12Monday, May 21, 12



...can we start now?
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Are we there yet?

14Monday, May 21, 12



I’m dying here

15Monday, May 21, 12



Binary search worst 
case?

16Monday, May 21, 12
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In Conclusion

• It’s a good thing we had perf tests

• Repeatable, reliable tests are handy

• Ask everyone in the team individually if 
they broke it

• Sometimes, it’s just not worth the time

18Monday, May 21, 12


