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' Melvin Qonway

Conway’s Law

“organizations which design
systems ... are constrained
to produce designs which
are copies of the
communication structures of
these organizations”
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DELIVER AMAZING
PRODUCTS
EFFICIENTLY AT
SCALE, AND
FEELING GREAT
ABOUT IT.



PURPOSE - AUTONOMY - MASTERY






AUTONOMY

THE DESIRE TO BE
SELF DIRECTED




You want to know the difference
between g master & a beglnner'-’
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The master has fa:led more tlmee
than the beginner has even tried.



Daniel H. Pink

author of The New York Times bestseller
A Whole New Mind

The Surprising Truth
About What Motivates Us

DRIVE

The Surprising Truth
About What
Motivates Us

Daniel Pink
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API FIRST



REST



SYAVARS



MICRO
SERVICES



CLOUD



OPEN
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STUPS To Unleash Penguin Swarms




STUPS COMPONENTS
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One AWS account per Team

dc er Deployment with Docker

Managed SSH Access

amazon
web services™

REST / OAuth 2.0 mandatory



DOCKER SSH AUDIT FULL AWS
DEPLOY ACCESS REPORTS ACCESS
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*.abc.example.org *.Xyz.example.org

Team ABC Team XYZ



myapp.example.org

ELB myapp-1

EC2 EC2 EC2
+ Docker + Docker + Docker




myapp.example.org

ELB myapp-1 ELB myapp-2

EC2 EC2 EC2 EC2 EC2
+ Docker + Docker + Docker + Docker + Docker




myapp.example.org

ELB myapp-2

EC2 EC2
+ Docker + Docker




¥JIRA Ticket system

Issue “ABC-123”

©git SCM

Commit “afb123”
msg: ABC-123..



* Pier One Docker Registry
¥JIRA Ticket system

Image “docker/myart:1.0”

Issue “ABC-123” commit: afb123

\

©git SCM
Commit “afb123”

msg: ABC-123..




* Pier One Docker Registry
¥JIRA Ticket system

Issue “ABC-123”

Image “docker/myart:1.0”

commit: afb123

ogit  SCM /

Commit “afb123”

msg: ABC-123..

Application Registry
approved

Application Version “1.0”

O
o2

v Specification
v Artefact tested

artifact: docker/myart:1.0




* Pier One Docker Registry
¥JIRA Ticket system

Image “docker/myart:1.0”
Issue “ABC-123” commit: afb123 EC2 Instance

Docker
Container

Commit “afb123” AMI
msg: ABC-123..

. . approved Application Registry B
(Y

.‘ v Specification Application Version “1.0”
v/ Artefact tested

artifact: docker/myart:1.0
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v docker push

Senza CLI

I
E docker pull

Docker
> Registry

A




O
e
.‘ — Developer

Console rotate

OAuth

passwords Provider
_
store get access
passwords token

-
S3

get password




Henning Jacobs

OAuth Token expires in an hour.

Search

Applications

Resource Types

Violations

bl R ¥ O

Violations

Show violations in these accounts:

& platform & hackweek & stups

J Unresolved ‘ Resolved

9 17th July 2015 01:02 #105615
&
Q eu-central-1

InstanceID: i-e0f3f52e was started with a mutable
SNAPSHOT image.

This is expected because | tested things. + Resolve

Showing 10/305 violations since 17th July 2015 00:00. #106718




Highly available open-source
PostgreSQL appliance

https://qithub.com/zalando/spilo » zalando



https://github.com/zalando/spilo
https://github.com/zalando/spilo
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Try STUPS.io
https://stups.io
https://docs.stups.io

All components are Open Source
https://github.com/zalando
https://github.com/zalando-stups


https://stups.io
https://stups.io
https://docs.stups.io
https://docs.stups.io
https://github.com/zalando-stups
https://github.com/zalando-stups
https://github.com/zalando-stups
https://github.com/zalando-stups

Jan Loffler

e Head of Platform Engineering
o Twitter: @)jlsoft2

e jan.loeffler@zalando.de

e http://www.slideshare.net/jlsoft/
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STUPS website & docs
https://stups.io
https://docs.stups.io

All components are Open Source
https://github.com/zalando
https://github.com/zalando-stups


https://stups.io
https://stups.io
https://docs.stups.io
https://docs.stups.io
https://github.com/zalando-stups
https://github.com/zalando-stups
https://github.com/zalando-stups
https://github.com/zalando-stups

BACKUP









DOCKEREFILE

FROM zalando/openjdk:8u40-b09-4
EXPOSE 8080

COPY  target/hello-world.jar /
COPY  target/scm-source.json /

CMD java $(java-dynamic-memory-opts) <
-jar /hello-world. jar



DOCKER BUILD & PUSH

$ docker build -t 4
pierone.example.org/myteam/hello-world:0.2 .

$ pierone login
Getting OAuth2 token "pierone".. OK
Storing Docker client configuration in ~/.dockercfg.. OK

$ docker push pierone.example.org/myteam/hello-world:0.2



VERIFY IMAGE UPLOAD

$ pierone tags myteam hello-world

Team |Artifact |[Tag | Created | By
myteam hello-world ©.l1-andre-test 13d ago ahartmann
myteam hello-world 0.1 3d ago ahartmann
myteam hello-world 0.2 3m ago hjacobs

$ pierone scm myteam hello-world 0.2
Tag | Author |URL |Revision |Status|Created |By

0.2 hjacobs git:git@github.. 442b7502 10m ago hjacobs



SENZA: DEFINITION YAML

Senzalnfo:
StackName: hello-world
Parameters:
- ImageVersion:
Description: "Docker image version of Hello World."
SenzaComponents:
- Configuration:
Type: Senza::StupsAutoConfiguration # auto-detect network setup
- AppServer: # will create a Launch configuration and ASG with scaling triggers
Type: Senza::TaupageAutoScalingGroup
InstanceType: t2.micro
SecurityGroups: [app-hello-world]
ElasticLoadBalancer: ApplLoadBalancer
TaupageConfig:
runtime: Docker
source: "stups/hello-world:{{Arguments.ImageVersion}}"
ports:
8080: 8080



SENZA: STACK DEPLOYMENT

$ senza create hello-world.yaml 1 0.2
Generating Cloud Formation template.. OK
Creating Cloud Formation stack hello-world-1.. OK

$ senza events hello-world.yaml 1

Stack Name|Ver. |Resource Type | Resource ID | status Status Reason |Event
Time
hello-world 1 CloudFormation::Stack hello-world-1 CREATE_IN PROGRESS User Initiated 10m ago

hello-world 1 CloudFormation::Stack hello-world-1 CREATE_COMPLETE 6m ago



TAUPAGE: DOCKER COMMAND LINE

docker run -d --log-driver=syslog <
--restart=on-failure:10 4
-e DB_SUBNAME=.. <
-v /meta:/meta:ro <
-e CREDENTIALS DIR=/meta/credentials 4
-p 8080:8080 -p 7979:7979
-u 999 ¢
pierone.example.org/stups/pierone:0.5



SENZA: MANAGE STACKS

~ $ senza list

sewtlalf blO ago Essentials (ImageVersion: 0.1.0-SNAPSHOT)
even b29 lOd ago Even (ImageVersion: ©.3-SNAPSHOT)

fullstop b8 2h ago Fullstop version 0.6

hello-world 1 47h ago Hello World ()

kio b35 47h ago Kio (ImageVersion: ©.1.0-SNAPSHOT)

mint-storage b12 8d ago Mint Storage (ImageVersion: ©0.1.0-SNAPSHOT)

pierone b19oauth 27h ago Pierone (ImageVersion: 0.2-SNAPSHOT)

pierone b20 3h ago Pierone (ImageVersion: ©.1-SNAPSHOT)

swagger b6 10d ago Swagger (ImageVersion: ©.4-SNAPSHOT)

twintip-crawler b9 8d ago Twintip Crawler (ImageVersion: ©.1.0-SNAPSHOT)
twintip-storage bl5 8d ago Twintip Storage (ImageVersion: 0.1.0-SNAPSHOT)

vivi 2 24h ago Vivi version 0.1

ourturn b51 3h ago YourTurn version 0.24-SNAPSHOT

zmon-agent 1 Zmon Agent (AgentVersion: 0.5)

zmon-appliance 22 Zmon Appliance (AgentVersion: 0.5, WorkerVersion: 0.8, SchedulerVersion: 0.2
zmon-appliance 23 Zmon Appliance (WorkerVersion: 0.8, SchedulerVersion: 0.2)

~ $ senza instances pierone

ple “one DZO prge' jer i-cb242e2d 172.31.160.20 3h ago
pierone b20 AppServer 1-db18023c 172.31.159.168 3h ago
pierone bl9oauth prJe' r 1i-dfdéde39 172.31.168.182 ' 27h ago
pierone bl9oauth AppServer i-fe649654 172.31.134.149 27h ago

~ $ senza status pld "one

-

ple "one Dl9oa1tw

ierone b20 2 2 Z







TAUPAGE: DOCKER SYSLOG

docker run .. --log-driver=syslog ..

letc/rsyslog.d/24-application.conf

:syslogtag, startswith, "docker" <
/var/log/application.log

letc/logrotate.d/..
Don’t forget log rotation..



APPLICATION LOGS: TAUPAGE SUPPORTS LOGENTRIES AND SCALYR
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ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-31] [PUT /v1/images/79a5395da3d43cb02f6c2481564b5f430e4c4ec555746414039ach01c7ba5067/layer <- 94.13
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-30] [PUT /v1/images/1b90866e82278545ba9a6682d58795a185752c372a0769431478beab391eeaf9/layer <- 94.13
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-69] [PUT /vl/images/ff76c69c3d3aba94f6561f9f5e41b9d30bbefe659569fdch2a69617ecd651638/layer <- 94.1
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-40] [PUT /v1/images/bc9f9b348209b1e760c1070186c7c61de631eeb8e931657c4f53a85c84cab55¢e/layer <- 94.1
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-65] [PUT /v1/images/6ec43bd887c495a3490d941613440f059e86e661955b5886adefc7269351c5b0/layer <- 94.1
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-66] [PUT /vl/images/f5e752ccfbb8f2082f4b985b8baflaaf312076f955e9ca56062aabf96e24ddel/layer <- 94.1
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-31] [PUT /v1/images/813df8bb2827c1867dcc0884fa8f5cch4abldf31689506dd7d846426e283c8c8/layer <- 94.13
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-58] [PUT /v1/images/ebb046f9b5ac8307abde3899d89a00c494827162cb2173cccla364cd8f1107c7/layer <- 94.13
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-31] [PUT /v1/images/eOe5ac96aeeed4ec8a7f7135afb5bf663bf78d0f2665b5807d253ca658357cda/layer <- 94.13
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-50] [PUT /v1l/images/55b118c0e08a6e6444d48586b71704a53219db45e2244d82eb54ce9080fa570b/layer <- 94.1
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-66] [PUT /vl/images/lafe2f4cad2e8d71fa3e3b321b4442bccbd15754ae6085ba8499787024858bf6/layer <- 94.1
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-30] [PUT /v1l/repositories/acid/spilo/tags/0.8-SNAPSHOT <- 94.135.236.129] o.z.s.p.api-vl - Updated
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-71] [PUT /v1l/repositories/stups/zmon-aws-agent/tags/0.3 <- 94.135.236.132] o0.z.s.p.api-vl - Stored
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-66] [PUT /v1/images/b82e5ce0d0ab036f7b55307a6c5ce9d869ec6e4b39541b9334a877a6244a249f/layer <- 94.1
ip-172-31-159-168 docker/065c084d1f02[834]: INFO [qtp735140074-66] [PUT /vl/repositories/automata/jenkinstest/tags/1.596.2 <- 94.135.236.133] o.z.s.p.api-vl - St
ip-172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-38] [PUT /v1/images/73d7a3416ad5d82fa704fale744a7cf27bd429b9b0c622c9aa9f05e9833b99f4/layer <- 94.13
ip 172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195-31] [PUT /v1/images/095e2250b67292908ce0802a9738cd75427f16de64128f48dbebObof20fa5ccd/layer <- 94.13
1p 172-31-160-20 docker/800488d94562[781]: INFO [qtp676538195 711 [PUT /vl/1mages/b3b59818883e859bcff5Seaaedf657b02cbc75eb0dfﬂa15127bfb2de39b695b3/layer <- 94 13
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SSH ACCESS: TIME-LIMITED ACCESS TO ANY TEAM SERVER

~ $ senza instances pierone b20

pierone b20 AppServer i-cb242e2d 172.31.160.20 4h ago

pierone b20 AppServer i-db18023c 172.31.159.168 4h ago

~ $ piu 172.31.160.20 "debug my instance

Please enter password for encrypted keyring:

Requesting access to host 172.31.160.20 via odd-eu-west-1. for hjacobs..

Access to host odd-eu-west-1. for user hjacobs was granted.

You can now access your server with the following command:

ssh -tA hjacobs@odd-eu-west-1. ssh -0 StrictHostKeyChecking=no hjacobs@172.31.160.20

~ $ ssh -tA hjacobs@odd-eu-west-1. ssh -0 StrictHostKeyChecking=no hjacobs@172.31.160.20

Welcome /__  \__
to //N/_ 11
STUPS / / I _ I | 1_ I | 1)
\V} N
[_I

Last login: Thu May 21 13:12:52 2015 from ip-172-31-21-47.eu-west-1.compute.internal
Your SSH access was Qr awtcd by even (SSH access granting service) on 2015-05-21 13:13:21
hjacobs@ip-172-31-160-20:~$ docker ps

CONTAINER ID IMAGE COMMAND CREATED
800488d94562 stups/pierone:0.1-SNAPSHOT "/bin/sh -c 'java $( 3 hours ago
hjacobs@ip-172-31-160-20:~$ |







il ) ZMON 2.0

Filter alerts

STUPS Application Errors

a-even[701] (13.93)

ZMON Worker outdated (3)

i-3b6b1891[701] ( ~ [zmon-worker:0.30-cloudwatch) , i-11d23bf7[701] (|
worker:0.30) , i-b50e1753[178] ( ~~ [zmon-worker:0.30)

Even Requests

aws-ac[701] ({"requests_per_sec":0.05,"http5xx_errors_per_sec":0,"http4xx_errors_per_sec":0,"latency_ms":441.0972...)

Odd Host Unreachable (9)

shop[team-service] ({"eu-central-1":"OK","eu-west-1":"[Errno -2] Name or service not known"}) , dotooling[team-service] ({"e
1":"[Errno -2] Name or service not known","eu-west-1":"[Errno -2] Name or service not k...) , platform[team-service] ({"eu-cen
1":"OK","eu-west-1":"[Ermo -2] Name or service not known"}) More...

elb-docs-2[178]
elb-essentials-b14[701]
elb-even-b35[701]

elb-even-b37[701]

Platform/Software
Infinityy

Dlntfarm [Cafbuimrn

Timestamp Last run

2015-05-29 16:58 (31s ago)
2015-05-29 16:57 (37s ago)
2015-05-29 16:58 (7s ago)

2015-05-29 16:57 (37s ago)




ZMON APPLIANCE
S

ZMON
Controller

*.foo.example.org *.bar.example.org

Team “Foo0” Team “Bar”

ZMON yA\' [o])
Appliance Appliance



HYSTRIX TURBINE

...stups.friboo.system.http/fetch-tokeninfo
84 0.0 %
0|0
0/0

Host: 0.6/s

Cluster: 8.4/s

Circuit Closed

Hosts 14 90th 68ms
Median 60ms 99th 87ms
Mean 60ms 99.5th 88ms

...o.stups.mint.storage.sql/cmd-read-scopes
21 0.0 %

00

00

Host: 1.1/s

Cluster: 2.1/s

Circuit Closed

Hosts 2 90th 2ms
Median 1ms 99th 2ms
Mean 1ms 99.5th 2ms

...stups.pierone.sql/cmd-get-image-metadata
14 0.0%
00
0|0

Host: 0.4/s

Cluster: 1.4/s

Circuit Closed

Hosts 4 90th Oms
Median Oms 99th Oms

Mean Oms 99.5th Oms

...s.mint.storage.external.scopes/get-scope

~ | -

Taupage Hystrix Streams

...orage.sql/cmd-update-application-status!
22 0.0%

0/0

(]

Host: 1.1/s

Cluster: 2.2/s

Circuit Closed

Hosts 2 90th 7ms
Median 6ms 99th
99.5th

15ms

Mean 6ms 15ms

....stups.even.sqgl/cmd-list-access-requests
4 0.0%
00
00

Host: 0.2/s

Cluster: 0.4/s

Circuit Closed

Hosts 2 90th
Median 11ms 99th
Mean 8ms 99.5th

12ms
12ms
12ms

...ando.stups.essentials.sql/cmd-read-scope

0 0.0%
00
0/0

Host: 0.0/s

cluster: 0.0/s

Circuit Closed

Hosts 2 90th Oms
Median Oms 99th Oms

Mean Oms 99.5th Oms

...mint.storage.sql/cmd-filter-applications

-~ |

...ps.mint.storage.sql/cmd-read-application
21 0.0%

Host: 1.1/s

Cluster: 2.1/s

Circuit Closed

Hosts 2 90th 5ms
Median 3ms 99th
99.5th

17ms

Mean 3ms 17ms

...s.mint.storage.sqgl/cmd-read-applications

’ 0 0.0%
00
00

Host: 0.0/s

cluster: 0.0/s

Circuit Closed

Hosts 2 90th 4ms
Median 4ms 99th 4ms
Mean 4ms 99.5th 4ms

...io.sql/lcmd-create-or-update-application!
0 0.0 %
0|0
0/0

Host: 0.0/s

cluster: 0.0/s

Circuit Closed

Hosts 2 90th Oms
Median Oms 99th Oms

Mean Oms 99.5th Oms

...stups.mint.storage.sql/cmd-delete-scope!

~ | o

...lando.stups.kio.sql/cmd-read-application
20 0.0 %

Host: 1.0/s

Cluster: 2.0/s

Circuit Closed

Hosts 2 90th 2ms
Median 2ms 99th 4ms

Mean 1ms 99.5th 4ms

...n.pubkey-provider.usersvc/get-public-key
0 0.0%
00
00

Host: 0.0/s

cluster: 0.0/s

Circuit Closed

Hosts 2 90th 159ms
Median 159ms 99th 159ms
Mean 159ms 99.5th 159ms

...0.stups.pierone.sqgl/cmd-get-image-parent
0 0.0%
0|0
00

Host: 0.0/s

cluster: 0.0/s

Circuit Closed

Hosts 4 90th Oms
Median Oms 99th Oms

Mean Oms 99.5th Oms

...ip.storage.sql/cmd-create-or-update-api!

~ | |







RECAP: DOCKER IN STUPS

Ubuntu & OpenJDK base image
Log to STDOUT
Config via environ. vars (+ KMS decryption)

Non-root execution

Persistence via EBS mounts
Immutable stacks, no orchestration
DNS endpoints, etcd e.g. for Hystrix streams



Securing REST based Microservices

Lock all doors
Open only ports that you need
permanently

O.
e Grant SSH access only temporary

e Use afirewall for each app container

Authenticate & Authorize

© Ll 2 ®
&:
[ ]

Isolate your apps

Make sure you talk to the right guy
Check if access is permitted
Use OAuth 2.0

e e Only one app per container / server
M e Use Docker or CoreOS Rkt

NN

Encrypt all channels

m e Keep all tranferred data confidential
/’ e UseTLS
https:/

Monitor & Limit your API calls
Control who accesses your APl how
often, when and from where

.
e Use Rate Limiting against fraud

e Use external Security Services against
DDoS




OAuth 2.0 explained

Hi, could you please show me your credentials? | need to check your identity. /\)
-

Sure, | am jan. loeffler@zalando.de and my password i |§)gecr'e -
oS

-

11 ” €\® A.
User ‘Jan gd9b‘b f Authorization Server
© - (OpenAM / OpenDJ)
Hetmate séealilyay pa@ezsﬂdersl a“\Y\a" Q’wﬁ"’“

3l WP Ab@Hey DJ, | was just given this token:
4-20¢ d2 asdﬁ%ctbezﬁ%gngmnaastmfmb df
Loeffrip et ded-if' 8 &BAJ? still vali

ARy e |

Sorry, this resourge jhprotaries| Bldere show meefier, Access Token!

Hey Order A

i

Resource Server

Browser (App Server)


mailto:jan.loeffler@zalando.de
mailto:jan.loeffler@zalando.de
mailto:jan.loeffler@zalando.de
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