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#whoami

o 3rd year PhD student at TU Darmstadt

 Researcher in the Secure Software Engineering Group

 Group lead: Eric Bodden

* Main interests:
e Static code analysis

* Smartphone security
 Maintainer of Soot and FlowDroid

» sseblog.ec-spride.de
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Android Distribution Process

> .} Google play

Developer User
e Source code * Binary code
* Create, modify * Run the app

* Debug, inspect, understand

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 6 .é ECSPRlDE
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Is this really true?

HOW EASY IS IT TO DISMANTLE
YOUR APP?

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 7 .1 EC SPRIDE
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Android App Piracy

How to secure my app against piracy

| am developing an android app and | am planning to
publish it (paid app). | have heard that it is very easy to
pirate Android apps (much easier than iphone). | was
wondering from your experience or what you know, how
can increase the security of my app? | know that | can
never get it 100% secured but | want to make it harder
for people to pirate it or distribute it illegaly Any ideas,
experiences, comments you can share? That will be
greatly appreciated

Source: stackoverflow.com

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 8 .1 EC SPRIDE



Android App Piracy

Android Still Has A Massive Piracy Problem

Ustwo Games, the developer behind the wildly popular
mobile game “Monument Valley,” revealed in a series of
tweets that only 5% of all Android installs of its game
were paid for.

In 2012, Gamasutra reported that piracy for a game
called Shadowgun reached 90% on Android; a year later,
developer Butterscotch Shenanigans reported that 95%
of the 34,091 Android installs of its first game were
“unofficial.”

Source: uk.businessinsider.com

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 9 -1 EC SPRIDE



Android App Piracy

Piracy On Android: How Bad Is It Really?

In other words, Android users want things for free and
are clever enough to know how to get those things for
free.

While there are a few steps that can be taken to make
the cracking process less convenient, a determined
pirate will be able to break through any kind of app
protection if given enough time.

Source: makeuseof.com

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 10 .1 EC SPRIDE
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Code
Inspect

A new Binary Analysis Framework
for Android and Java Bytecode
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Android Distribution Process

> > Google play

0% ot

DA

Developer User
e Source code * Binary code
« Create, modify * Create, modify
* Debug, inspect, understand * Debug, inspect, understand
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Why?

VS.

EURQFEAN
SECURITY C¥ BY DESIGN
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Fraudster \,\o\N

Investigator
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Code
Inspect

A new Binary Analysis Framework
for Android and Java Bytecode

Debug. Understand. Manipulate.
without the source code

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 15 .é ECSPR|DE
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Codelnspect

14, Codelnspect - CNMN.apk/Sources/com.cnn.mobile.android. phone/Headlinedctivityjimple - Codelnspect == ==
Eile Edit Mavigate Project Bun Search Android Codelnspect Window Help
C-E @S | SR~ 0 Q- F- B~ fl -~ uick Access 5 | ([Q Codelnspect ] 45 Debug
[ Project Explorer 53 ¥ = B | d CNN.apk Manifest HeadlineActivityjimple 52 = B | 5= Outline 52
» 3 android supportyd.os - 22 - 4 @ com.cnn.mobile.android phone HeadlineAct «
g sndroid.supportyd.uti 23 private final cem.cnn.mobile.android.phone.model. ILivevideolistener livevideolistener; o it NO_NETWORK_DIALOG
, 8 android.supportuduiew _ ;‘5‘ private javs. long. string miveTvFeed; &l . int PROGRESS_DIALOG D
, H android supportuduiew.accessibility . o javalang.String TAG
» 2 android.supportudavidget L 57 private android.media.liediaPlayer mp; s android.app.ProgressDialog progressDial
» i} com.adobe.adobepass.accessenabler.air 1 28 java.text. SimpleDateFormat dateUTCFarm
. 3} com.adobe.adobepass.accessenabler.api 29 private boolean playinghudio; o com.cnn.mobile.andraid phone model.Ri
. & com.adabe.adobepass.accessenabler.models b g‘f private sndroid. content. brosdcastheceiver receiver; o intfetchCanfigEvendNotification
» i} com.adobe.adobepass.accessenabler.network o s int fetchLive TV ScheduleEvenXNotificatio
> f} com.adobe.adobepass.accessenabler.storage 33 static void <clinit>() o com.cnn.mobile.android phone.util. Geod|
» 3 comadobe.adobepass.accessenabler.utils s { a com.cnn.mobile.android.phone.modelIL
. g combango.android 35 <com. cnn.mobile. android. phene. Headlinefctivity: android.app. ProgressDislog progressDialogs = null; o javalang.String rLiveTVF eed L
. . ECIE . . 3
4 {3 com.cnn.mobileandroid.phone s s android.media.MediaPlayer mp
BangoHelperjimple o s boalean playingfudio
BangoHelperfjimple S50 public void <init>() s android.content BroadcastReceiver recei
BangoHelper$BangoContext jimple 402 woid <clinit»()
BangoHelper§BangoContextljimple 41 com. cnn.mobile. android. phone. HeadlineActivity$2 $Headlinchctivity 2; woid <init>0
BangaHelperfBangaServiceConnection jimple #2 Java.util.lecale flocale; wnid accessFLI(comm e mabile sndrsic
43 java.test.SimplebateFormat $3SimpleDateFormat;
BuildCanfig jimple s woid access$200{com.cnn.mobileandroic
CHNApp jimple ® a5 specialinvoke this.<com. cnn.mebile. android.phone. NewsFeedhctivity: void <init>(}>(); android.media MediaPlayer access$400(c
CNNAppLjirple 45 this. <com. enn.mebile. android. phone. Headlinefctivity: java.lang. String mLiveTVFeed> = "http://www.cnn.comi . clemer android.media MediaPlayer access$ana(c
CNMAppELEL jirmple 47 this. <com.enn.mobile. android. phone. Headlinefctivity: int fetchLiveTvScheduleEveryXtbtification: - 180; = boslean access$02icom.cnn.mobile and
CMApps2 jimple 48 this. <cam.cnn.mobile. android. phone. HeadlineActivity: int FetchConfigEveryXibtification> = 0; & wvoid closeDislog® L
§ 49 4simpleDateFormat = new java.tesxt.simpleDateForma
CNNContactActivity.jimple 50 $locale = <java.util.Locale: java.util.locale US>;| | void fetchliveTV)
CNMNContactctivity$Ljimple 51 specialinvoke L5impleDsteFormat. <javs.text.simpleDateFormat: void <init>(java.lang.String, java.util.locale)>("y & woid refreshCanfigOecasionally()
CNNContactctivitg$2.jimple 52 this. <com.enn.mobile. android. phone. Headlinefctivity: java.text.simpleDateFormst dateUTCFormat> = $5impleDateForn © void audioCheckBoxClicked(andraid.vien
CNNContactactivity$lserEmailFetcher.jimple gi ;:isaifwkczﬂ_-[ﬂ:bii&aﬂdmid-PhonE-H:ﬁliﬂedﬂct%;itﬁ: bu:legil_plzy:r_gﬁ;ﬂ;? =8 @ woid audioDoneButtonClicked(android.vi
cadlinefctivi = new com. cnn.mobile. andreid. phone. HeadlineActivityd2;
CnnlReportContentfragrmentActivity jimple 55 specialinvoke w)efédlinaxctiuityg.<mm.cnn.mohﬂ:andrnin.pmne.Heanliie;\ctivnyu: void <init>(cem.cnn.mobile. s @ wvoid audiolistenhowButton Clicked(andn,
CnnReportTabActivity imple 56 this. <com.cnn.mohile. android. phone. Headlinefctivity: com.cnn.mobile. android. phone.model. TLivevidecl istener Tiveh @ javalang.String getCnnComponentName
CrnlReportTabictivity$L jimple 57} & int getContentViewResourceldd)
CrnlReportTabActivity$2 jimple 58 & android.content.Context getContextQ
CrnlReportTabActivity$3 jimple 59 . . ) . . . & javalang.String getFeedSpaceMame)
ConiReportTabActivity$ jmple E?: ita‘tlt void access§188(com. cnn.mobile. android. phone. HeadlineActivity $paramd) | o int getWorkspaceResourceldd i
CrnlReportTabActivity$s jimple 7l - : T T
CrnlReportTabActivity$s jimple
CrnlReportTabActivity$T jimple B Console 2 ¢ Problems (9= Variables %5 Debug ® Auto Stepper 530 LogCat & Progress [ Permission Usage 7 Search T2 Type Hierarchy S| tB-mr= 8
CrnlReportTabictivity$ jimple DOMS
CrnlReportTabActivity$d jimple .
DynamicvideoView.jimple
DynamicvideoWienw$DynamicVideoliewListener.jimple
FetcherStorage jimple
GCMIntentSenvice jimple
GCMIntentService§GetSubscriptionsThread jimple
GeolocationTask.jimple
HeadlineActivity.jimple
li tiit A iiranle 2 =
4 1M » Ll »
Vifritable Insert 5057 Andraid SDK Content Loader

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 16 EC SPRIDE
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4 Codelnspect - CNM.apk/Sourcesfcorn.crnmobile.android.phoneHeadlineActivity jirmple - Codelnspect

File Edit

=y
|

Mavigate Project Bun

i=h |,

75 Project Explorer &5

- £ android.supportad.os
- £} android.supportaed.util
- H androidsuppartadaien

3

3

r

3

« Packages and .
Classes "

i nodels
i hetneork
- B} com.adobe.adobepassaccessenablerstarage
- 8 com.adobe.adobepass.accessenablerutils

- 8 com.bango.android

]
3

3

4 B com.c
Eal
Bal
Eal
Eal
Balo .
BuildCanfig.jirmple
CHM&pp jirmple
CNMApp$Ljimple
CHMApp$1%1,
CHMApp$2 jim
CHMCortactis
CHMCortacti
CHMCortacti
CHMContacthctivibydserErmalFetcherimple
ChnlReporContentFragrmentdctivitgjirmple
ChnlReporTabbctivity jimple
LIl ChnlReportTabactivite$Liimole

Manifest File

Jirmple

Assets

m

Search  Android  Codelnspect  Window  Help
rl%vﬁv%v\:ﬁ'v{!’ v:i}v
=@ - - ©

0 CMM.apk Manifest

22
23
24
25
26
27
28
29
e
31
32
33
=4
=
==
=r
a8
39
48
41
42
43
a4

@ 45

45
47
45
49
sa
51
22
53
54
55

6
7

e

v

Headlinefctivityjimple 53

private final com.cnn.mobile.andreid. phene.medel.Ilivevideolis
private java.lang.5tring mLiveTvFeed;

private andreid.media.MediaPlayer mp;

private boolean playingfudio;

private andreoid.content.BroadcastReceiver receiver;

static vodd <cldi

1
¥

<com. cnn. mab) tivity: android.ap

Jimple Code

public void <init>()

d

com.cnn.mobile. andreid. phone.Headlinefctivity32 $Headlinefct
Jjava.util.leocale $locale;
Java.text.SimplebateFormat $5implebateFormat;

specialinvoke this.<com.cnn.mobile. android. phone. NewsFesda

this. <ccom.cnn.mebile. android. phone.Headlinefctivity: java.
this. <com.cnn.mobile. android. phone.Headlinefctivity: int f
this. <com.cnn.mebile. android. phone.Headlinefctivity: int f

tzimpleDateFormat = new java.text.SimplebateFormat;

fLocale = €java.util.locale: jawva.util.Lecale US}ﬂ

specialinvoke $5impleDateFormat. <java.text. SimplebateForms
this. <com.cnn.meobile. android. phone.Headlinefctivity: java.
this. <com.cnn.mebile. android. phone. Headlinefctivity : boole
fHeadlinefctivity 2 = new com.cnn.meobile. android. phone.Hes
specialinvoke $Headlinefctivity 2.<com.cnn.meobile. andredid.
this. <com.cnn.mobile. android. phone.Headlinefctivity: com.c

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 17
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‘odelhspect

<":,v

v

Headlinebctivity, jimple 53

E - \j' - {} - G -
wlanifest

ivate final com.cnn.mobile. andreid. phone.medel. ILivevideolistener liveVideolistener;
ivate java.lang.5tring mLiveTVFeed ;

ivate android.medis. MediaPlayer mp;

ivate boolean playingfudio;

ivate android.content.EroadcastReceiver receiver;

stic woid <clindt>()

<com.cnn.mobile, android. phone.Headlinedctivity: android. app. ProgressDizlog progressDialog> = null;

1lic void <init>()

com.cnn.mobile. android. phone. Headlinefctivity$2 $Headlinefctivity 2;
java.util.Locale fLocale;
jawa.text.simpleDateFormat $51

vity: wodid <init>»()>();

=.5tring miveTvWFeed> = "http:/fwww.cnn.com/.elemer
hLiveTvScheduleEveryXNotification> = 1082;
hConfigEveryXiotification> = @;

specialinvoke this.<com.cnn.
this.<com.cnn.mobile. android
this. <com. cnn.mobile. android
this.<com.cnn.mobile. andreid
{simpleDateFormat = new java
fLocale = <jawa.util.locale: Java.util.locale 1S3 ;)

specialinvoke $5impleDateFormat.<java.text.Simplebateformat: wodid <indit»(java.lang.string, java.util.Locale)>(™y
this. <com.cnn.mobile. android. phone.Headlinefctivity: java.text.SimplebateFormat dateUTCFormat> = $SimpleDateForn
this.<com.cnn.mobile. andreid. phone.Headlinedctivity: boolean playingfudio> = @;

${Headlinefctivity_2 = new com.cnn.mobile. android.phone.Headlinefctivityi2;

specialinvoke fHeadlinefctivity 2.<com.cnn.mcbile.andreid.phone.Headlinefctivity$2: wodd <init>(com.cnn.mebile. s
this. <com.cnn.mobile. android. phone.Headlinefctivity: cem.cnn.mobile. android. phone.model. ILivevideolistener livew

Jimple Code

atic void occessfIa@com.cnn.mobile. andreid. phone.Headlinefctivity $param@)

= O

-~

m

Quick Aecess

o .
o= Qutline &F

E=N(Ec|

5 | [[Q Codelnspect ] 45 Deb
lﬂz =

4 (® com.cnnumobileandroid.phone Headline
a it MO_MNETWORK_DIALOG
o int PROGRESS_DIALOG_ID
o javalang.tring TAG
o android.app.ProgressDialog progressDiz
1= javatextSimpleDateFormat dateUTCFor
o carm.chnmobile android.phonemodel,
a_int fetchConfigEvenstMotification
at
et

al..

Code Outline

B anaro(d.CORTENT Br0aaCasthe eler fece
= woid <chinit={

woid <init=0

void access$100{com.cnn.mobile.andro
wvoid access$200{com.cnn.mobile.andro
android.media.MediaPlayer access 54001
android.media.MediaPlayer access 403

0 e |

= boolean access$602{com.cnnamabile.ar
wioid closeDialog
woid fetchlive TV

m

=
m woid refreshConfigOccasionally

@ woid audioCheckBoxClicked{androidvie
@ woid audioDoneButtonClicked{android.
@ woid audiolistenMowButtonClicked{anc
& javaldangString getCnnComponentMar
& int getContentiiewResourceld()

< android.content,Context getContext()
& javalangString getFeedSpaceMamel)
& int getMorkspaceResourceld)



® 45 specialinvoke this.<com.cnn.mobile. android. phone. NewsFeedActivity: void <init>{)>(); android.media.MediaPlayer access$400(c
45 this. <com.cnn.mebile. android. phone. Headlinefctivity: java.lang. String miiveTwFeed> = “http://www.cnn.com/. elemer android.media.MediaPlayer access$402(c
a7 this.<com.cnn.mebile. android. phone. Headlinefctivity: int fetchLiveTwScheduleEveryXMotification> = 122; = hoolean accessbil s cnn mmohils and
48 this. <com.crnn.mobile. android. phone. HeadlineActivity: dint fetchConfigEveryXMotification:> = 2; -
49 4simpleDateFormat = m
5@ $Locale = <java.util.| Y
le 51 specialinvoke $simplel I <init>(java.lang.String, java.util.locale)s(™y S
le 52 this. <com.cnn.mobile. § ‘mplebateFormat dateUTCFormat> = $SimpleDateForm @ T
nailFetcherjimple 53 this. <com.crnn.mobile. 3 1 ringhudio> = @; o CO e Out Ine
hctivity jimple 54 $Headlinefctivity 2 = ” I Ip e O e ctivityda; o
Jmp 11 specialinvoke $Headldir feadlinefctivity$2: wodd <init>{com.cnn.mobile.s N
le 56 this. <com. cnn.mobile. le.android. phene.model. ILivevideolistener livew I
ple 57} o
ple 58 < android.content. Context getContext()
ple 59 < Jjavalang.String getFeedSpaceMNarme)
<o) static void gccess$188(com.cnn.mobile. android. phone. Headlinedctivity $param@) .
ple a1 T A < int getWWorkspaceResourceldd il
1p|e 4 n 3 4 n - = e o " " 3
ple
ple & Consale &2 Prablerns Watiables Debug ® Auto Stepper B39 LogCat Progress Perrnission Usage Search Type Hierarchy % L M B~ = 8
iple DOMS
ple )i

cWideotiewListenerjimple

Syntax Errors Logcat Output Search Results

\iritable Insert a0 57 Android SDK Content Loader

Looks and feels just like Eclipse!



{Q, Debug - org

Eile

Project Run Search Android Codelnspect Window Help

Wl me e e FE OG- ® P

e

iki apk/Sour pediafppjimpl elnspect [E=Ed >

Edit  Navigate
O-H@&

4 Debug %

{Q, Codelnspect

Android - org.wikipedia_25.apk [Android App]

4 & Android

4 P Thread [main] (Suspended (breakpoint at line 7 in Wikipediahpp))

WikipediaApp.onCreate() line: 87
Instrumentation.callApplicationGnC
ActivityThread handleBindApplicatio
Activity Thread.accessS1500(ActivityT
ActivityThreadSH.handleMessage(M
ActivityThreadSH(Handler).dispatchl
Looper.loop() linei 135

ActivityThread.main(String[]) line: 52
Method.invoke(Object, Object(], boo
Methed.invoke(Object, Object...) ling
ZygotelnitsMethodAndArgsCaller.ru

Stack Trace

Zygotelnit.main(String]) line: 638
4@ Thread [Binder 1] (Running)
4@ Thread [Binder_2] (Running)

WikipediaApp.jimple 57

= -3 Quick Access ‘ & | {Q Coddnspect @ FlowDroid Information Flow
% ¥ = B  ®-Varibles 52 % Breakpoints & =k =g
MName Value
> @ this Wikipediafpp (id=26)
@ S§SharedPreferences null
© S5tring
@ SSharedPreferences_Editor
© SPackageManager
@ Sint
© SPackagelnfo L
© SPackageManager NameNotFoundException Varl ables
@ Sint_1
i

v

= 5 % Outline 17 E% =B
- 4 @ orgawikipedia WikipedisApp
o javaang.String PREFS_NAME
@ void <init>(}
& veid migrateDatabaseFromvel
@ void onCreate()
Code Outline
]

BE mB-m-=0

ApPPLLCELION Ul WiKIPEGLd 15 WaLiiig U

waiting for debugger to settle...
waiting for debugger to settle...
waiting for debugger to settle...
waiting for debugger to settle...
waiting for debugger to settle...
waiting for debugger to settle...

waiting for debugger to settle...
waiting for debugger to settle...
(1419)

76
[ 770  public void onCreate()
789
79 android.content.SharedPreferences$Editor $SharedPreferences_Editor;
ge android.content.SharedPreferences $SharedPreferences;
51 android.content.pm. Packag $Packag ;
82 android.content.pm.PackageManager$iamelotFoundException $Pa
83 int $int, $int 1;
34 java.lang.String $String:
85 android.centent.pm.PackageInfo $PackageInfo;
86
» 87 specialinvoke this.<android.app.Application: void onCreat. A
88 3SharedPreferences = virtualinvoke this.<org.wikipedia.wi " I I e O e references(java.lang.String, int)>("WikiPreferences”, 8);
89 $int = interfaceinvoke $SharedPreferences.<android.conten "lastVersionCode”, @);
9n $PackageInfo = null;
91
92 Labelz:
a3 $PackageManager = virtualinvoke this.<org.wikipedia.Wikip ager()>();
a1 $String = virtualinvoke this.<org.wikipedia.Wikipediaspp:
as $PackageInfo = virtualinvoke $PackageManager.<android.content.pm.PackageManager: android.content.pm.PackageInfo getPackageInfo(java.lang.String, int)>($String, 8);
L
a7 Label2:
98 if $int = 0 goto labeld;
99 $int_1 = 3PackageInfo.<android.content.pm.PackageInfo: int versionCodes;
108 if $int_1 <= $int goto Labell;
< n
B LogCat 32 = B B Console 33 /| Tasks
Android - org.wikipedia_25.apk - debug
Saved Filters gk = 2| Seyrch for messages. Accepts Java regexes. Prefix with pid:, app:, tag: or text: to limit scope. verbose =| H ;Lz::z:;’:::: Sending WAIT chunk
All messages (no filters) , org.wikipedia: Debugger is active
L. _Time PID T Application, ] org.wikipedia: Debugger has connected
E DliteData... at android.os.HandlerThread.run{Hand org.wikipedia:
[ - . org.wikipedia:
D ifiService acquireWifilockLocked: WifiLock[N1pW. org wikipedia:
s.BinderProxy@134990c1} org.wikipedia:
E ifiStateM... WifiStateMachine CMD_START_SCEN sour: org.wikipedia:
te=0.00 targetRoamBSSID-lc:L( org.wikipedia:
_ ) org.wikipedia:
I Eing Query from cem.goegle.android.gesglel | o 2 Suioogia:
E laylogger. .. was disconnected. Will try v  org.wikipedia: debugger has settled
<[ 3
]

Console

Writable Insert 84:30
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Codelnspect

 Based on Eclipse RCP

 Work as you would on source code in Eclipse
* Navigate through the code
 Add, change, and remove code
* Inject arbitrary Java code
e Start and debug your app

e Inspect and change runtime values

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 21 .1 EC SPRIDE
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How does it work?

ARCHITECTURE
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Codelnspect Architecture

Code
Inspect

)oot
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Codelnspect Architecture
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oot

Input / Output
.dex Java Jimple .class .apk
y 4

» Callgraphs
» Control flow graphs
» Algorithms for compiler construction

« Code manipulation
» Code synthesis
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The Jimple IR

 Between Dalvik / Java bytecode and Java source code

o Jimple: Java, but simple

» Oiriginally optimized for static analyses

\ 4

Jimple

\
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The Jimple IR

Method Declaration

public void foo() {

byte[] $arrbyte; . .
java.io.FileOutputStream $FileOutputStream; Variable Declarations

specialinvoke this.<android.app.Service: void onCreate()>();

$File = new java.io.File;
specialinvoke $File.<java.io.File: void <init>(java.lang.String)>("/sdcard/test.apk");
specialinvoke $FileOutputStream.<java.io.FileOutputStream: void <init>(java.io.File)>($File);

$arrbyte = newarray (byte)[1024];
$int = virtualinvoke $InputStream.<java.io.InputStream: int read(byte[])>($arrbyte);

Implementation

04.10.2015 | Secure Software Engineering Group | Steven Arzt | 26 .é ECSPRlDE



Class:

public class my.pockoge.nome.ClossName extends java.lang.Object

S . -

public cloas my.poackoge.name.ClosaMame extends jova.long.Object implements
java.lang.Runnable

{

Eleld:

Declaration’ private final joveo.long.5tring Fieldiome:

Moditet Type Name
Access: amy . packoge . nome . ClassMame: jova. lang.5tring flieldiomes
Package Class Type Name

Method-Declaration;
Argument 1 -
“Mn-‘ljpl Ih- wl‘l‘nﬂ Nama

,_H _\ {_A_.
:n.lh'l.u' vmd . (rndrmd o3 . Bundle $poramd)
{
boolean $20;
java. long.Object $0bject;
java.lang.String $5tring;
com, util.SPUeL1 $SPURLL

}m

iSH.Itﬂ = new com.util.SPUtil; }- Code




Code,
Assignment.

L5t = new com.wtil.5PUELL;

Method-Call
Static Method Invoke:

staticinvoke «com. util Monager: boolean sl ndosShowring()=();
Fullyqualiod Class Name  Retem  Method Name

Type

Virtual Method invoke:

virtual inmoke $SPURLL. scom. util Ueil: voud setVelus{jove. long. String, jove. long. String el usermoss ™, “Max™);

“Thes™ instance ‘ .
Argument |- Type Asgument? Type Asgurmend 1 ’f-

Special Method Invoke:

speciolinvoke $5tringbutlder.«rova. long . Stringdul lder: voud «imte{iova. long. String)e{35tring);
interface Method Invoke:

interfoceimvoke Slist.<jovo.util. List: int sizel)s{);




Condiion.
Congeon  Goto- Statement

if iiﬂ « lint_i‘j;utt lhﬂl"';
fElse Branch
labe1@:

FMhis Branch

Loop.

label@:
if Sint « Sint_1 goto laobell;
$int = fint & 1;

goto labelid;
labell:

fMQuit Loop

Exception.
NC axpict goto label® nstrucion

Qots Calod during runbme whon an eacopbon gots thicwn

.r—"‘—i.

labelf:

$Thromoble := Bcoughtesception;

exil tmoni tor this;
throm $Thromable;
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Codelnspect in Action

CASE STUDIES
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Codelnspect

 Malware analysis
* Debug malware
 Find backend credentials

 Remove anti-analysis checks

> 20.000 infected phones
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The BadAccents Malware
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-

S : S
¥
Activation
| Component
o po
User

Intercept SM3

E-Mail

Native Code

File System
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Codelnspect in Action

LIVE DEMO
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Codelnspect

TECHNISCHE
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« Software development

Inspect libraries
Look for security vulnerabilities
Understand exceptions and problems

See what happens under the hood
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Codelnspect

 Don't be evil
 Remove license checks
» Reverse-engineer competitor apps

o Steal intellectual property

» Copyright laws apply!
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What does this all mean?

CONSEQUENCES FOR
DEVELOPERS
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Consequences for Developers
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TECHNISCHE

All apps are “open-source”

Never hide secrets inside the app code
 Backend credentials

 Encryption keys

Piggybacking malware is simple

Cracking apps is simple
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Consequences for Developers

 Backend-as-a-Service study

* Will be presented at Blackhat Europe in Amsterdam

 E-Mail addresses

» Health records
 Employee databases
 Customer databases
» Server backups

* \oice records

18,670,00 records

56,000,000 data items
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Countermeasures

» String encryption

« Use the debugger, get de-obfuscated result

 Code encryption

« Use debugger to get the code as it is about to be loaded

 Hide calls in reflection

« Use debugger to step into right target method

 Debugger detection

 Patch the code to remove the check
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Extending Codelnspect

THE PLUG-IN SYSTEM
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Data Flow Analysis Plugin

 Which data is read?

 What happens with the data?

* Where is the data sent to?

Angry Birds and other Mobile Gaming apps
leaking your private information to NSA

by Swati Khandelwal on Monday, January 27, 2014
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Data Flow Analysis Plugin

¥ de.ecspride.demosflowvisualizer.Main

¥ de.ecspride.demos flowvisualizer.data.LeakingDataHandler

—— =

¥ de.ecspride.demos.flowvi sualizer.data.DataProvidel'/ I

getSensitivestring

Sink

¥ de.ecspridgdemes.flowvisualizer.data.DataClass

setData /

getData
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Data Flow Analysis Plugin
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{Q, FlowDroid Information Flow - F lizerDemo/src/de/ec

— M
‘demos/flowvisualizer/data/DataProviderjava - Cndelnspegﬁ —— e e —— Elﬁlg

File Edit Source Refactor Navigate Project Run Search Android Codelnspect Window Help

il ™)

WikipediaAp... [J] DataClass java [J] LeakingDataH... [1] Main.java [J] DataProvide... &2 %

1 package de.ecspride.demos.flowvisualizer.data;
2
3 import de.ecspride.demos.flowvisualizer.android.TelephonyManager;

" Class that is used to obtain data

8 ¥ flauthor Steven Arzt
g =
1% public class DataProvider {

Jimple Code

q

@ Global Findings 52 3 Graph Vie

M40 Qr® -8 vit v

= Calltrace View &3 = g
Line Instruction

13 8r2 = staticinvoke <de.ecspride.demos flowvisualizer.android.TelephonyManager. java.lang.String getDeviceld()> ()

13 §r3 = virtualinveke $rl.<java.lang.StringBuilder: java.lang.StringBuilder appendijava.lang.5tring)> (5r2)

13 8rd = virtualinvoke $r3.<java.lang.StringBuilder: java.lang.String toString()> ()

13 return Srd

17 virtualinvoke rl.< de ecspride.demos.flowvisualizer.data.DataClass: void setData(java.lang.5tring)> (5r0)

21 .<deecspride.demos flowvisualizer.data.DataClass: java.lang.String stringData> = rl

22 return

19 virtualinvoke r3. < de.ecspride.demos.flowvisualizer.data.LeakingDataHandler: void process{de.ecspride.demos.flowvisualizer.data.Da
16 85 = virtualinvoke rl < de.ecspride.demos.flo timan it =

25 §rl = rl.<de.ecspride.demos.flowvisualizer.data.D

25 return Srl

16 virtualinvoke r2. < de.ecspride.demos flowvisualize) P ro p ag ati O n

l

< 1t 2

= ‘ {Q, Codelnspect % Debug FlowDreid Information Flow

Quick Access

= 0
Sink

Source

de.ecspride.demos.flowvisualizer.data. DataProvider.getSensitiveString

Data Flows

de.ecspride.demos flowvisualizer.data.Leal

| 3

Writable

Srnart Insert

13:68
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Data Flow Analysis Plugin
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4

@ Global Findings &2 3§ Graph Vie
Source

de.ecspride.demos.flowvisualizer.data.DataProvider.getSensitiveString

Data Flows

4

L
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Data Flow Analysis Plugin

Quick Access e | [Q, Codelnspect %5 Debug [ FlowDroid Information Flow]

0 == Calltrace View 53 = O

T Line Instruction

13 &r2 = staticinveke < de.ecspride.demos.flowvisualizer.android TelephonyManager: java.lang.String getDeviceld()= ()

13 &3 = virtualinvoke 5rl.<java.lang.5tringBuilder: java.lang.StringBuilder append(java.lang.String) = (5r2)

13 5rd = virtualinvoke 5r3.<java.lang.StringBuilder: java.lang String toString ()=

13 return Srd

17 virtualinvoke rl.< de.ecspride.demos.flowvisualizer.data.DataClass: void setDataljava.lang.String) = (Snd)

21 ).« de.ecspride.demos.flowvisualizer.data.DataClass: java.lang.5tring stringData= = rl

22 return

19 virtualinvoke r3.< de.ecspride.demos.flowvisualizer.data LeakingDataHandler: void process(de.ecspride.demos.flowvisualizer.data.Da
16 55 = virtualinvoke rl, < de.ecspride.demos. flowvisualizer.data,DataClass: java.lang.5tring getData()=(]

25 &l = .« de.ecspride.demos.flowvisualizer.data.DataClass: java.lang.String string)
25 return 5rl

16 virtualinvoke r2.<de.ecspride.demos.flowvisualizer.android. ConnecticnManager:

Propagation
Path
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Data Flow Analysis Plugin

i ikipediafp... atal_lass.java eakinglataH... ain.java ataProvide... 1 = _g|ltrac
Wikipedialp DataClass,j LeakingDataH Main,j DataProvide.. 52 % = 0 =cal
1 package de.ecspride.demos.flowvisualizer.data; - Line | Inst
2
3 import de.ecspride.demos.flowvisualizer.android.TelephonyManager; 13 sr2
4 13 5r3
58 /= . . . ein g VER
g ) Class that 1s used to obtain data 13 retu
8 * @author Steven Arzt 17 vir
s ¥ 2 .«
18 public class DataProvider { 27 retu
public String getSensitiveString 13 virty
return "Sensitive data: " + Telep anager.getDeviceld(); 16 Sr5
25 &rl
25 retu
16 wvirtt

Jimple Code
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Other Planned Plugins
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Runtime value reconstruction

* Interactive callgraph and control flow visualization

 Malware analysis assistance

* (Semi-)Automatic deobfuscation

* Plugins directly from research

¢
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Obtaining Codelnspect

* Will be a commercial product

* Free 60 day demo license available
« All features available
* No restrictions on target APKs

e E-Mail me

()
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Inspect

www.codeinspect.de

Steven Arzt

Secure Software Engineering Group (EC-SPRIDE)
Email: steven.arzt@ec-spride.de

Blog: http://sse-blog.ec-spride.de

Website: http://sse.ec-spride.de
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