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Click ‘engage’
to rate session.

Rate 12 sessions to get the
supercool GOTO reward



x [ntroducing Production Systems
® \What Goes Wrong in Production?
® Solutions for Production Systems

®x Conclusions
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What is a production system?

)t
0 »
.-

Any system

being used
for real work




® NO one teaches you about production

x \Who do you talk to?
= Wwhat do they want??

»x What is the definition of “done” 7

® Production is difficult for developers
® hard to access, interrogate, debug, change, ...



A new cast of characters

/Development \

3

“

Developers




A new cast of characters

/ Production

&
Auditors ‘

“

-

Operatlons

r“,ewe

m/
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Business
Management

=

Developers

\

v

Users

Infrastructu re

_

Acquirers




Production Is constrained

® Highly controlled a

x Content is all valuable J
®x Change can be difficult .




Production IS unpredictaple

© Alamy



Production IS nighly. visible!




You don’t own production




P A AL LA ALA LA A AL
J B AR AL R AR AR R AR R R AR R R
BANANASRERRRRRARLRRRRRRARE

.f J/JJJJ:IQ./.
‘XY Ty T I T YT T YT Y Y Y Y Y YSY YTy Yy - ' N .
: TI I T I I T T T Y T T T Ty Yy ey
/JJ/JJVJ YIS YN YYY Y Y Y Yy e e e N N e
s J JJ.JJ/JJ/J./;///;;a; TN YYS
ﬂJ44«J4J¢¢‘;. ......
JJJMJJ«,woJa:;;.......
PN LLRLEEEEREERRERERE

AR A A N A A N Y Y Y Y Y Y Y Yy Yy

L ﬁf/J/JJ./,jA,,. ..........

P . YT YT YT YYYY Y y s .
JJJ JJJJJJJ,JJ..,‘),, N R N RN
j J,.JJJ'J.IJJaJ..ll.._.., .S .
.ﬂw LSRR PR R RA R R AR R R RS

2 22 2 b2 R R RED
TYHY YT Y Y .’y

Y Y Y Y YT Y Y YY
) 1T

N

12

-

'''''

oA . . TII T INEY Y
LA AR 2 RN uJJJ YN Yy
LA LA R LR ' TYY Y Y Y Y Y Y

ne e , L LR R XYL ) e anehihbahid
JJ«JJJJ.“.fJJJ 4444.,4,4 4,4 Yy 4

o)

LAAAAAL AL D CAAAAAA LD LAAALAAL L L R
cnAnnst il il L R Al Al Al A L)
e

a.,,, 'Y YT YNN
MY Y I Y Y YY1y Y
A : d J /J.:.".‘.. . Y
SRS e ] L 5

qu.J.J,JJ.,_. S I B
JJJ,JJJJJ.,J;./
v 2Rl
J«)«.a.;; S EhEhEE

bRl

Hw
YO
Yy ,44 ,QJUMCUUJW.
TITIILXY
RARERRR YR,
YT YYYYY YN .4 +
....,..ad.al.aJdJ.JM.ﬂu
,...41:44,J.¢J4d .f

23]

Rahshabnbanns
IRABRBRBNBRDR YN 9
..,.....44‘4,4.4.4.v

YT IYTYYYYYY™Y J
\ ....JJ_th.JJJJJ

‘ A

., \ ,. .,.,,,..,.,,,,4‘/414,, .,/IJJ/

- e
n LA AL R R AR AR LR LA A AL AL A AR R A R )
AN AR R L) LA AR LA R 22}
y

RRRRRR
. L

) A1) »
y ...,,_.,.JJ,.,_J.JJ.fJJJ,JJJJ..'.Q

.......... YHYNYHYYHYYYS 'y

.’y ,.,‘,.4;/J‘¢,1,/.J.1.4,JJ .
.........,.4444:444.«144
YT I Y YYYYYY
YYD

Y Y Y Y YIYNYYY J.JJ.JJ Y » 4 . 20009900 AR E R R R L]
YT YT YYYYYYS NS LA AR R R )
RARRAARR AR hhanas ey
Y Iy T Y YT T Y Y Y YS Y YYYYY Yy .
.. ..,,,,.,,J,.JJIJJJJJ)
.. . ....odlc/d,J .J..J

,..,,4441444;.4 .
...... _.4;1//4/.JJ#JJJ.
RARARERERhhohbhanae s
....... YEYYYYIYYYYYYS
REBARARARARAR AR AR A F
......... YT YT YYYY MJ.
........ ‘4a,z«4¢_¢¢144JJ :
..... .,..d.«.ltc.‘q‘uuq.d. v . '»
YL Yr Y)Y Y Y Y YYYYY YY) Er ) EE ) EYYL Yy LLY ;
....... L I YT Y Y *d ] |
'y ' N FT Y I YT YYYY T 1 } . : , .. X
.......... hlhblellha i an's sy R LN , | KX

'y Y Y YN YS S Y YN YYYYYYY ™y
......... TYYY"
.............. YT Y Y Y Y Y Y J« Jﬂ. | AL LARALRAN ok L5
EEA) LRRARAAR DR ;4}.1_‘ Jt} JJI4J J:JJJ.JJJAJJ .JJ« J M.JJJ ! 1.444J,. 44/..}

. T YYYYRY RNy . Ty YNy 4¢«JMJJJM B : Mt«J,ﬂ444,.44,,44.
Y O T Y T I YRYYYYYYSY IR AR RN AR AR R R R R RS

....... Y Y Y NS SN SN YN Y YIS NN YW N . VN NN NN Y YN NS YIS S SYRS Y S Y N N Y



Performance Surprises

® |nteractive load
» Batch time surprises

® System: abusers!

® “all transactions this year”,
» “average since 19677, ...

13



Environment bombshells

x Constraints and contention ‘.\

» Unexpected behaviour

—

® [ntegration points

‘#..



Fallures happen

n Software defects

x Platformraltres

® Environment falures

15



Security tangles

® Security IS simple in
Development

® \uch more complex
in Production!

16
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Key requirements for production

= Functionally correct
® dJoes what the busiNness pProcess requires

= Stability

® pehaves predictably in all situations

® Capacity

® can process the workload required (at all times)

R Security
® [|mits access to those who are authorised to have it

18
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Solution Framework

Correctness

Stability

Capacity

Security

esign
Principles

Technology

Processes
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Solution Framework

Correctness| Stability Capacity Security

esign
Principles

Technology

Processes

Resource

Threat

Governor Modelling




General Principles

® One Team
s Automate
® \easure and Improve (feedback loops)

® (G00d Enough over Perfection

Timeless principles ... today led by CD and DevOps
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Stabllity - design principles

® Fail quickly

» fail fast, timeouts

® |[Solate problems

= flow control, circuit breakers, bulkheads,
asynchronous integration

® ENSure steady: state operation

® housekeeping, predictable resource allocation,
governors, throttling

22



Stability - technology solutions
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Stability - technology solutions

EIRER]

)

¢hIRREEREE

(Governor

i

;1

Bulkheao Timeouts



Stability - technology solutions

'

~ Circuit
Breaker
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Stability - technology solutions

Housekeeping ‘ Q
Circuit

Breaker

(Governor

EIRER]
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Example - Circuit Breaker

t|meout package Productionisation[ 21 Circuit Breaker ] |

C | ear | HttpUriConnection

+getResponseCode()
+getResponseMessage()
+getinputStream()

lel’r_l’etumed +disconnect()

|

C h eC ki ﬂ g ProtectedHttpUriConnection

l err_returned &&
Adds a "BrokenConnection”

err_returﬂed err_COUI’Tt > 10 exception to operations

Tripped

| CircuitBreaker

+setErrCount( intc )
+error( Error e )
+reset()

+getState()
+isBroken()
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Stabillity - Process principles

® Repeatabillity

® deflned proCcesses, practice scenarios, prelive
environments

® Automation
® gutomate the routine, automate the difficult

® allow the human back in the loop on demand

® |[ransparency
® |0ogging, monitoring, alerts, trends

25



Stability - process automation

Automatlon'\

Logging
& Metrics
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® Production is just different
® [t's not yours and you need to respect that

® Production is demanding

® (Correctness
x Stability

® Security

28
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» Solutions for each reg
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® Production requirements and principles
go back to the age of the mainframe

®x CD and DevOps the latest incarnation
® welcome attention from developers
® New tech enabling new possiblilities

® Dreaking down silos to make It happen



BOOKS

Release It!

Design and Deploy
Production-Ready Software

Web Operations

Keeping the Data On Time

! | Design - Build - Run

F, John Allspaw
O REILLY*

“leeRiti: Applied Practices and Principles for
——  Production-Ready Software Development
Michael T. .N'yg'ard Sﬂflwa re S S[B ms O Ingram

&chltecture < [

Second Edition

Working with Stakeholders Using Viewpoints and Perspectives

NICK ROZANSKI - EOIN WOODS
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