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TAMES WICKETT

SR. ENGINEER, STGNAL SCIENCES
AVsSTIN, TX
HANDS-0N OAVNTLT BOOK
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@ Signal Sciences

Application Security Monitoring and Instrumentation
Application Security you can use!
An approach that integrates with devops organizations

Productizing the Etsy security approach



@ Signal Sciences

Make security visible.

Prioritize your defensive efforts where your applications are actually targeted.

LEARN MORE REQUEST MORE INFO

signalsciences.com


http://signalsciences.com

SUMMARY

Software development has been a constant experiment in how we
know anything

Application Security abdicated runtime responsibility and effectively
abdicated development responsibility through incoherent
philosophical approaches and fostering organizational silos

DevOps is here to stay, and security can actually be a part of it

Ops found a way to add value, security needs to find that same
path

There are three ways we can add value: at development, at deploy,
at runtime

@UINCKETT #RVGGEDDEVOPS
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ONCE VPON A TIME...
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EPISTEMOLOGICAL
PROBLEM OF SOFTWARE
DEVELOPMENT

@UINCKETT
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We OPTIMIZE FOR THE
PROBABLE
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INTEGRATION TESTING

@UINCKETT #RVGGEDDEVOPS



HapPy PATH
ENGINEERING
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OVER ENGINEERING
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THE SCALING ALGO
TMAT NEVER GOT VSED...
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ACTUALLY, WE OPTIMIZE FOR
TME PERCEIVED PROBABLE
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How DO WE KNOW
WHAT TO CREATE?
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THIS IS THE PROBLEM
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EPISTEMOLOGICAL
PROBLEM OF SOFTWARE
DEVELOPMENT
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THERE ARE B MATOR
ARCS |N THE HISTORY OF

SoFTWARE DEVELOPMENT
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BEHAVIOR DRIVEN
DEVELOPMENT

@UINCKETT
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Behavior Driven Development is a
second-generation, outside—in, pull-
based, multiple-stakeholder, multiple-
scale, high-automation, agile
methodology. It describes a cycle of
interactions with well-defined
outputs, resulting in the delivery of
working, tested software that matters.

Dan North , 2009
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FEEDBACK
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TLDR;
eapi> ITeraTions W
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FREEBSD
@ °
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SOFTWARE AS A
SERVICE

@UINCKETT
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THE LAST FIFTEEN YEARS HAVE
BROVGHT A ¢OMPLETE CHANGE N
OVR DELIVERY CADENCE,
DISTRIBVTION MECHANISMS AND
REVENVE MODELS

@UINCKETT
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DEVOPS IS THE APPLICATION OF
AGILE METHODOLOGY TO SYSTEM
ADMINISTRATION

- THE PRACTICE OF CLOUD SYSTEM ADMINISTRATION BOOK

@UINCKETT #RVGGEDDEVOPS



DEVOPS




AGILE
TNFRASTRVCTURE
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10 deploys per day

Dev & ops cooperation at Flickr

John Allspaw & Paul Hammond
Velocity 2009

http://www.slideshare.net/jallspaw/ | 0-deploys-per-day-dev-and-ops-cooperation-at-flickr

@UINCKETT #RVGGEDDEVOPS


http://www.slideshare.net/jallspaw/10-deploys-per-day-dev-and-ops-cooperation-at-flickr

Less WIP
LESS TECHNICAL DEBT
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OREAT SIDE EFFECT:
PRODUCES HAPPY DEVELOPERS
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Development Operations
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OPS PRO NO
PS PROBLEM NO
-

momegeneEer.net
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DeVOPS 1S AN EPISTEMOLOGICAL

BREAKTHROVGH J OINING PEOCPLE
AROVND A COMMON PROBLEM
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CULTURE IS THE MOST
IMPORTANT ASPECT TO DEVOPS
SUCCEEDING (N THE ENTERPRISE
- PaATRICK DEBOIS

@UINCKETT
#RVGGEDDEVOPS



@UINCKETT #RVGGEDDEVOPS



@UINCKETT #RVGGEDDEVOPS



MUTVAL VNDERSTANDING

SUARED LANGVAGE
SHARED VIEWS

COLLABORATIVE TOOLING

@UINCKETT
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DEVOPS IS THE INEVITABLE RESULT OF NEEDING
T0 DO EFFICIENT OPERATIONS IN A [DISTRIBUTED
COMPUTING AND CLOUD] ENVIRONMENT.

- TOM LIMONCELLI
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STATE OF

Dev Ops
REPORT

OOOOOO

https://puppetlabs.com/sites/default/files/2015-state-of-devops-report.pdf
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https://puppetlabs.com/sites/default/files/2015-state-of-devops-report.pdf

TLDR;
WIGH-PERFORMING IT
ORGANIZATIONS EXPERIENCE 60X
CEWER FAILVRES AND RECOVER FROM
ZAILURE 168X FASTER THAN THEIR
LOWER-PERFORMING PEERS. THEY
aLSo DEPLOY BOX MORE FREQVENTLY
WITH 200X SHORTER LEAD TIMES.
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CULTURE
AVTOMATION
MEASVREMENT

SHARING

— @DAMONEDWARDS, QBOTCHAGALVPE
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BUILT A"DEVOPS TEAM™
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“THAT THE WORD #DEVOPS GETS REDUCED
T0 TECHNOLOGY IS A MANIFESTATION OF

HOW BADLY WE NEED A CULTURAL SHIFT”
- @PATRICKDEBOIS

http://www.slideshare.net/cm6051/london-devops-31-5-years-of-devops

@UINCKETT #RVGGEDDEVOPS


http://www.slideshare.net/cm6051/london-devops-31-5-years-of-devops
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BATCH SIZE OF )
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B ARCS:
AGILE
DevOPS
CONTINVOVS DELIVERY
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"SecURITY PREFERS A SYSTEM
POWERED OFF AND UNPLVGGED”
— DEVELOFPER

@UINCKETT
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“[RISK ASSESSMENT] INTRODUCES A
DANGERQOUS FALLACY: THAT STRUCTURED
INADEQUACY IS ALMOST AS GOOD AS
ADEQUACY AND THAT UNDERFUNDED
SECURITY EFFORTS PLUS RISK
MANAGEMENT ARE ABOUT AS GOOD AS
PROPERLY FUNDED SECURITY WORK"

@UWICKETT
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SECVRITY IS WHERE o5
wasS S YEARS AGO...

Qunc #RVGGEDDEVOPS
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RESILIENCY
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BAGS

7"x 8"

MADE IN
USA

JUMBO SANDWICH |

@UINCKETT #RVGGEDDEVOPS



QUGGED SOFTWARE MOVEMENT
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Put Your Robots to Work: Security Automation
at Twitter

Speakers: Justin Collins, Security Engineer, Twitter
Neil Matatall, Information Security Engineer, Twitter
Alex Smolen, Security Engineer, Twitter

Austin. TX

https://vimeo.com/54250716

@UINCKETT #RVGGEDDEVOPS



Delivering Security:
Faster, Better,

CONFERENCE Chea per
@ NEW YORK, NEW YORK Zane Lackey,
M OCTOBER 14-16, 2013 Et S y
Dan Kaminsky,
dankaminsky.com
VELOCITYCONF.COM
#VELOCITYCONF

http://www.youtube.com/watch?v=jQbl|KuMuSQ0Y
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http://www.youtube.com/watch?v=jQblKuMuS0Y
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LET'S REVIEW SECVRITY'S
APPROACH THVS FAR
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BADIDEA #)

FIREWALLS SUCcK!
LETS DO DEVELOPER TRAINING

@UINCKETT
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ATTG OWEN eI eI 0TeT

i E %S5 Attack!
c
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THEY SEE ME ROLLIN'
THEY PATCHIN'
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AUWARENESS CAMPAIGHN
OWASP ToP TEN
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"MERE IS A HO0 PAGE PDF OF
AUR FINDINGS TO PROVE YOUR

DEVELOPERS bAN'T GET 1T
— THE PEN TESTER

@UINCKETT
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EVEN WITH THE EMPHASIS
AN APPSEC TRAINING, N
PRACTICE WE MADE (T A
DARK ART
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T6 VWLNERABILITY SCANNING,
THERE IS A TENDENCY TO FIX
THE Low-HANGING FRrUIT

@UINCKETT
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ADD APPLICATION
SecvRITY TELEMETRY
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VAYAGL,COM-
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Oue CDN ADDED
MODSECURITY RULESET
HuZZAH!
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AN APPLIANCE THAT
BLOCKS ALL THE THINGS
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“EVERY ASPECT OF MANAGING WAFS IS AN
ONGOING PROCESS. THIS IS THE ANTITHESIS
OF SET IT AND FORGET IT TECHNOLOGY,.
THAT IS THE REAL POINT OF THIS RESEARCH.
TO MAXIMIZE VALVE FROM Your WAF yov
NEED TO 606 N WITH EVERYONE'S EYES OPEN
TO THE EFFORT REQVIRED TO GET AND KEEP
THE WAF RVNNING PRODVCTIVELY.”

- A WHITEPAPER FROM A UWAF VENDOR

@UINCKETT #RVGGEDDEVOPS
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ADD VALVE T6 DEVS
ADD VALVE TO 65

@UINCKETT
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pro-Tie #l
AVTOMATE SECVRITY TOOLING
TO RUN (N TESTING

@UINCKETT
#RVGGEDDEVOPS



@UINCKETT #RVGGEDDEVOPS



AUNTLYT
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GAVNTLT AVTOMATES
SECURITY TOOLS
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GAUNTLT

Open source, MIT License

Gauntlt comes with pre-canned steps that hook
security testing tools

Gauntlt does not install tools
Gauntlt wants to be part of the CI/CD pipeline

Be a good citizen of exit status and stdout/stderr

@UINCKETT #RVGGEDDEVOPS



AUNTLYT
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GARMR NMAP CURL ARACHNI
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GARMR NMAP CURL ARACHNI

@UINCKETT #RVGGEDDEVOPS




something.attack

else.attack
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Feature: nmap attacks for example.com
(3- Background:
Iven Given "nmap" 1is installed
And the following profile:
| name | value |
| hostname | example.com |

Scenario: Verify server is open on expected ports
When When I launch an "nmap" attack with:

nmap —-F <hostname>

Then Then the output should contain:

80/tcp open http
Scenario: Verify that there are no unexpected ports open
When I launch an "nmap" attack with:

When R

nmap —-F <hostname>

Then the output should not contain:
Then P

25/tcp

@UWICKETT #RVGGEDDEVOPS



HERE'S AN X55 ATTACK
YoV CAN VSE
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@slow @final
Feature: Look for cross site scripting (xss) using arachni
against a URL

Scenario: Using arachni, look for cross site scripting and
verify no issues are found
Given "arachni" is installed
And the following profile:
| name value |
| url | http://localhost:8008 |
When I launch an "arachni" attack with:

arachni --modules=xss --depth=1 --link-count=10 --auto-
redundant=2 <url>

Then the output should contain "0 issues were detected.”

@UINCKETT #RVGGEDDEVOPS
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http://theagileadmin.com/2015/06/09/pragmatic-security-and-
rugged-devops/

@UINCKETT #RVGGEDDEVOPS



github.com/gauntit/gauntit-demo
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http://github.com/gauntlt/gauntlt-demo

Email book@gauntit.org
before the end of the day
for a review copy

@UWICKETT #RVGGEDDEVOPS


mailto:book@gauntlt.org?subject=
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gauntlt/gauntlt-demo O

this is a demo set of attacks that can be used to get started with gauntit

Build
State
Finished
Duration

Message

Build History Pull Requests Branch Summary

© 51 Commit ale38a0 (master)

Passed Compare 5c96e71da2fe...ale38a0blaéb
about 2 hours ago Author James Wickett

5 min 4 sec Committer James Wickett

reorganizing these

Using worker: worker-linux-10-1.bb.travis-ci.org:travis-linux-1

“ o e e e

$
$

git clone --depth=50 --branch=master git://github.com/gauntlt/gauntlt-demo.git gauntlt/gauntlt-demo
cd gauntlt/gauntlt-demo

git checkout -gf ale3Ba0blaébB96265af8e21708£34ebfal0B7bc

git submodule init

git submodule update

rvm use 1.9.3 --install --binary --fuzzy

export BUNDLE_ GEMFILE=$PWD/Gemfile
ruby --version

ruby 1.9.3p484 (2013-11-22 revision 43786) [x86_64-linux)

s

rvin --yarsion

rvm 1.25.14 (version) by Wayne E. Seguin <wayneeseguinfgmail.com>, Michal Papis <mpapis@gmail.com> [https://rvm.io/])

$

2.

$

gem --version
2.2
bundle --version

Bundler version 1.5.3
Applying fix for NPM certificates

R TR TR N L L

git submodule update --init --recursive
bundle install

sudo apt-get install nmap

sudo apt-get install wget

sudo apt-get install libcurld-openssl-dev

pwd

export SSLYZE_ PATH="/home/travis/build/gauntlt/gauntlt-demo/vendor/sslyze/sslyze.py”

export SQLMAP PATH="/home/travis/build/gauntlt/gauntlt-demo/vendor/sqlmap/sqlmap.py"”

cd vendor/Garmr && sudo python setup.py install && cd ../..

cd vendor && wget http://downloads.sourceforge.net/project/dirb/dirb/2.03/dirb203.tar.gz && tar xvfz dirb203.tar.gz && cd dirb &&

git.

git.

git.4
git.5

before_install

install

before script.
before_script.
before_script.
before_script.
before script.
before script.
before_script.
before_script.

B R



/"% $§ export DIRB_WORDLISTS="/home/travis/build/gauntlt/gauntlt/vendor/dirb/wordlists®
{00 § bundle exec rake

cd ./vendor/gruyere && ./manval launch.sh && cd ../..

Gruyere started at 20097 PID and is available at localhost:8008

cd ./examples && bundle exec gauntlt --tags €final && cd ..

Using the default profile...

€final

Feature: hello world with gauntlt using the generic command line attack

Scenario: # ./hello_world/hello_world.attack:3
When I launch a "generic" attack with: # gauntlt-1.0.8/lib/gauntlt/attack adapters/generic.rb:l

cat /etc/passwd
Then the output should contain: # aruba-0.5.4/lib/aruba/cucumber.rb:147
root
€slow @final
Feature: Look for cross site scripting (xss) using arachni against a URL

Scenario: Using arachni, look for cross site scripting and verify no issues are found # ./arachni-xss/final arachni-xss.attack:4

Given "arachni” is installed # gauntlt-1.0.8/1ib/gauntlt/attack_ adapters/arachni.rb:1

And the following profile: # gauntlt-1.0.8/1lib/gauntlt/attack_adapters/gauntlt.rb:9
184 | name | value l
| url | http://localhost:8008 |

When I launch an "arachni" attack with: # gauntlt-1.0.8/lib/gauntlt/attack adapters/arachni.rb:5

arachni --modules=xss8 --depth=]1 --link-count=10 --auto-redundant=2 <url>
Then the output should contain "0 issues were detected. # aruba-0.5.4/lib/aruba/cucumber.rb:131

Scenario: Using arachni, look for cross site scripting and verify no issues are found # ./arachni-xss/final arachni-xss.attack:15
Given "arachni" is installed # gauntlt-1.0.8/1lib/gauntlt/attack_adapters/arachni.rb:l
And the following profile: # gauntlt-1.0.8/1lib/gauntlt/attack adapters/gauntlt.rb:9
| name | value |
| url | http://localhost:8008 |
Running a arachni-simple xss attack. This attack has this description:
This is a scan for cross site scripting (xss) that only runs the base xss module in arachni. The scan only crawls one level deep which makes it
faster. For more depth, run the gauntlt attack alias 'arachni-simple xss with _depth' and specifiy depth.
The arachni-simple xss attack requires the following to be set in the profile:
[ *<url>"]
When I launch an "arachni-simple xss" attack # gauntlt-1.0.8/lib/gauntlt/attack_adapters/arachni.rb:9
Then the output should contain "0 issues were detected. # aruba-0.5.4/1ib/aruba/cucumber.rb:131 Totop +



BATTLE-TESTED CODE
WITHOUT THE BATTLE

SECURITY TESTING AND
CONTINUOUS INTEGRATION

James Wickett and Gareth Rushgrove
Velocity 2014

ph ¥ share

Battle-tested code without the battle by

Published June 24, 2014 in

https://speakerdeck.com/garethr/battle-tested-code-without-the-battle
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https://speakerdeck.com/garethr/battle-tested-code-without-the-battle

Pro-TIP #3
ADD APPLICATION SECVRITY
TELEMETRY TO DEVS AND OP5

@UINCKETT
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CONVERT APP SECURITY

% logstash S EIE)D,
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QUNTIME CORRELATION
BETWEEN BIZ, OFS, DEV, SEC
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http://hardening.io/
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RUN NIGHTLY AUDITS OF

vour HARDENING VSING

CONEIG MANAGEMENT
(CHEF AUDIT MODE)

hitps://www.chef.io/blog/2015/04/09/chef-audit-mode-cis-benchmarks/

Qunc #RVGGEDDEVOPS


https://www.chef.io/blog/2015/04/09/chef-audit-mode-cis-benchmarks/
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SUMMARY

Software development has been a constant experiment in how we
know anything

Application Security abdicated runtime responsibility and effectively
abdicated development responsibility through incoherent
philosophical approaches and fostering organizational silos

DevOps is here to stay, and security can actually be a part of it

Ops found a way to add value, security needs to find that same
path

There are three ways we can add value: at development, at deploy,
at runtime
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PlenS?

Remember to

rate this session
Thank you!/




goto;

conference

Thanks !

¥ Join the conversation #gotoldn



