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CVE-2014-3470
CVE-2014-0224
CVE-2014-0221
CVE-2014-0195
CVE-2014-0198
CVE-2013-7373
CVE-2014-2734
CVE-2014-0139
CVE-2010-5298
CVE-2014-0160
CVE-2014-0076
CVE-2014-0016
CVE-2014-0017
CVE-2014-2234
CVE-2013-7295
CVE-2013-4353
CVE-2013-6450

Beyond Heartbleed: OpenSSL in 2014

6/5/2014
6/5/2014
6/5/2014
6/5/2014
5/6/2014
4/29/2014
4/24/2014
4/15/2014
4/14/2014
4/7/2014
3/25/2014
3/24/2014
3/14/2014
3/5/2014
1/17/2014
1/8/2014
1/1/2014

(31 in NIST’s NVD thru December)

CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:
CVSS Severity:

4.3 MEDIUM < SIEMENS *
6.8 MEDIUM < SIEMENS *
4.3 MEDIUM

6.8 MEDIUM

4.3 MEDIUM < SIEMENS *
7.5 HIGH

5.8 MEDIUM ** DISPUTED **
5.8 MEDIUM

4.0 MEDIUM

5.0 MEDIUM < HeartBleed
4.3 MEDIUM

4.3 MEDIUM

1.9 LOW

6.4 MEDIUM

4.0 MEDIUM

4.3 MEDIUM

5.8 MEDIUM

As of today, internet
scans by MassScan
reveal 300,000 of original
600,000 remain
unpatched or
unpatchable
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Heartbleed + (UnPatchable) Internet of Things==___ ?

In Our Bodies In Our Homes

= Sonatype
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MODIFIED MERCALI INTENSITY SCALE

A TALE OF TWO QUAKES
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I Am The Cavalry

The Cavalry isn’t coming... It falls to us

= Sonatype



Security is Dead.
Long Live Rugged DevOps:
IT at Ludicrous Speed...

Josh Corman, Gene Kim
VERY ROUGH 157 Draft
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h/t @petecheslock DevOpsDays Austin 2015




The New Lifecycle Impact on
Releases per Year

N _ (Cycle Time)
Traditional Lifecycle (Waterfall)

1-2
Cycle Time: Months-Years

Agile Dev L~ L~
8,

¢ % ¢ 7
PV SPY
m " A A ||||||||||||
ﬁ/s\

10-20
Cycle Time: Days-Weeks
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Operate Operate. 100-200

Cycle Time: Minutes-Hours
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Cycle Time Squeeze

|- Hours/Days _|

Min-Hours

Cycle Time:

same O~ Llegacy
4 Governance

If it does not fit,
It does not get done.

e Work Arounds
e Batch Scans
e Rework

* Exposure

Go Fast OR Sleep at Night

Sonatype



Cycle Time Synergy

Seconds

\\/
c Cycle Time:
% Min-Hours QD
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Operate
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Continuous Security for
Continuous Delivery

* No Interruption
e Entire Lifecycle
e Solve Early

* Avoid Rework

Go Fast AND Sleep at Night

Sonatype



SW Status Quo: Most attacked; least spend

Worse, w/in Software, existing dollars go to the <= 10% written

spending attack risk

Written Code Scanning

People Security ~S4B
Software Data Security ~S5B

Assembled 3™ Party &
OpenSource
Components

Security — ——
~$0.5B

Host Security ~$10B ~90% of most
applications

Almost No Spending

Network Security ~$20B

Source: Normalized CObIT spending across IDC, Gartner, The 451 Group; since groupings vary
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1) Instrumentation

SOURCE: @joshcorman & @mortman RSAC2015 Sonatype




2) Be Mean To Your Code!
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3) Complexity is the enemy of “all the things”
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4) Change Management (finally)

Y .
change is good. |
; i look hard

SOURCE: @joshcorman & @mortman RSAC2015 = Sonatype



5) Empathy tears down walls

SOURCE: @joshcorman & @mortman RSAC2015 Sonatype
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Rugged DevOps

Going Even Faster
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Software is an innovation differentiator
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Lean

Agile

Open Source

DevOps

Continuous integration

Internet of things

Modularity

——

Software factories
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Raw innovation Quality? Net innovation

Security?
Maintainability?
Repeatability?










Your software supply chain is complicated
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Hundreds of thousands of open source
suppliers and millions of components
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S8 ltisnot enough to do your best
\-id/ you must know what to do,

and then do your best™
-\, tdwards Deming

Lieadership@uote org




, ACCEPTABLE A
ON TIME QUALITY/RISK
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- Agile goats seek the fruit
of Morocco's argan trees.
‘Herders and barriers of
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ON TIME. ON BUDGET. ACCEPTABLE i

Faster builds. AR | More efficient. QUALITY/RISK.
Fewer interruptions. (¥ | More profitable. Easier compliance.
More innovation. More competitive. Higher quality.

Agile / Cl
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ON TIME. ON BUDGET. ACCEPTABLE
Faster builds. AR\ | More efficient. QUALITY/RISK.
Fewer interruptions. @y | More profitable. Easier compliance.

More innovation. More competitive. Higher quality.

Agile / ClI

Sonatype



.
-
-

-

Sonatype



ON TIME. ON BUDGET. ACCEPTABLE i

Faster builds. @R | More efficient. QUALITY/RISK.
Fewer interruptions. (¥ | More profitable. Easier compliance.

More innovation. More competitive. Higher quality.

Agile / ClI
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Supply chain advantage

Toyota Toyota Chevy
Advantage Prius Volt
Unit Retail Price 61% $24,200 $39,900
Units Sold/Month 13x 23,294 1,788
In-House Production 50% 27% 54%
ANANTH
SR V. 1y
. A~?:3$ 3“3:5,[:;":",
Plant Suppliers 16% 125 800
Source: Toyota Supply Chain
Management: A Strategic
Firm-Wide Suppliers 4% 224 5,500 Approach to Toyota’s
Renowned System, by Ananth
lyer and Sridhar Seshadri

Sonatype



A Fuller Embrace of Deming

We can improve software supply chains with three proven principles:

Use better & fewer Use higher Track what you use
suppliers quality parts and where

i [
e u

— Sonatype



ACCEPTABLE A
ON TIME QUALITY/RISK

Use better & fewer Use higher Q Track what you use
suppliers : quality parts and where
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Open source usage is

EXPLODING

v C
O x
ww
» g
> ©
©

T g
S

er
2
(V)]

o O
> C
2
Q
©
@)
O

Ll
O
oc
=
e,
)
<
Ll
Q.
O

components

000000 &K
@000 sEX

00
(=}
o
(o]
N~
(=]
o
(o\]

quests.

of (Maven) Central Repository component re

e: Sonatype, Inc. analysis

Sourc

50



51

THINK LIKE AN ATTACKER

Now that software is

ASSEMBLED...

Our shared value becomes
our shared attack surface

Sonatype
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THINK LIKE AN ATTACKER

One risky component,
now affects thousands of victims

ONE EASY
TARGET

{110[110[ 110|110 110 1Moo nnofinofio
101101101101101 IL 101 101 10141014101
1101104110 110 10 , ;
101 101 10141011101
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STRUTS

Global Bank

Software
Provider

Software
Provider’s Customer

State University

Three-Letter
Agency

Large Financial
Exchange

Hundreds of Other
Sites

FLASH

(U) The following information was through F&d n and s provided In conjunction with the FBI's statutory
requirement to conduct victim notification as outlined in 42 USC § 10607.

(U) The FBI is providing the following information with high confidence.

(V) Cyber actors have engaged in malicious activity against various U.S, entities, As s general matier, these actors have
multiple tools a1 their disposal and can represent a significant theeat 10 targeted victim organizations. Such actors have
recently targeted financial and educational networks by exploiting an uapatched Apache vulnerabiity.

IECHNICAL DETALS
(V) On July 16, 2013 Apache ssmounced Struts 2 vulnerability (CVE-2013-2251 - Multiple Remcte Comemand Execution
Vulnerablities), affecting Struts 2 versions 2.0.0 through 2.3.15. This vulnerability aliows an attacker to remotely execute
arbitrary Object Gragh National Library (OGNL) expressions. it can be mitigated with an update patch to version 2.3.15.1.

{U) The F&4 is dstributing the incicators associated with these intrusions to enable network defense activities and reduce
the risk of simitar attacks in the future. The FBI has high confidence that these indicators were involved in the recent
intrusions. The F3I rec ds that your org ion help victios identify and remove the malicious code.

{U) The following signatures will assist In capturing malicious activity refated to the Apache Struts 2 winerablity:

Alert tcp any any <> any 80 {msg-"CVE-2013-2251_1%;
content " (newN20java lang ProcessBuider|new¥205ava Jang Stringf(";)

Alert tcp any any <> any 80 (msg-"CVE-2013-2251_2";
content"{new+java. lang. ProcessBulderinew+java lang. String[{*;)

Alert tcp any any -> any 80 ()
pere:"/\ action\Naction | redi:

(V) Additicnaly, actors have down
mtp//waw. greenbuildng or,

202.91.74,102/somo/rs.pl
Mo/ fweaw.ghoddi.com. cn/pl

Sonatype



w/many eyeballs, all bugs are??? Struts

CVSS
10.0

9.0

3.0 ‘ CVE-2006-1547

CVE-2006-1546
7.0

6.0

5.0
@ cvE-2006-1548
4.0 @ cvE-2005-3745

3.0
2.0
1.0

2005 2006 2007

Latent 7-11 yrs

@ cve-2013-4316

@ cve-2012-0838 ‘ CVE-2013-2251

CVE-2013-2135
‘ CVE-2012-0392

CVE-2013-2134
CVE-2012-0391 CVE-2013-1966

CVE-2013-2115
CVE-2013-1965

@ CVvE-2012-0394
@ cvE-2012-4386
@ cvE-2012-0393

@ cvE-2013-4310
@ CvE-2013-2248
@ cvE-2010-1870 @ cvE-2011-5057

‘ CVE-2008-6505 @ cvE-2011-2088 @ CVE-2012-4387
g © 2008 650 @ cvE-2013-6348

CVE-2008-2025 @ cvE-2011-2087
Bt CVE-2012-1006
CVE-2007-6726 ‘ V50151005

CVE-2008-6682

() CvE-2011-1772

2008 2009 2010 2011 2012 2013 2014

@ CvE-2014-0094



Houston, we have a problem

In 2014, organizations downloaded
a version of Bouncy Castle
with a level 10 vulnerability

42,124

times into

XXX, XXX

applications...

7+

years after the

vulnerability was fixed.

NATIONAL CYBER

AWARENESS SYSTEM
Original Notification Date:
03/30/2009

CVE-2007-6721

Bouncy Castle Java Cryptography API
CVSS v2 Base Score: 10.0 HIGH
Impact Subscore: 10.0

Exploitability Subscore: 10.0

BOUNCY CASTLE

Sonatype



HTTPCLIENT 3.X In December 2013,

6,916 DIFFERENT

organizations downloaded
AWARENESS SYSTEM a version of httpclient with broken
Original Release Date: ss| validation (cve-2012-5783)

11/04/2012 66,824 TIMES ...

NATIONAL CYBER

CVE-2012-5783
Apache Commons HttpClient 3.x

CVSS v2 Base Score: 5.8 MEDIUM
Impact Subscore: 4.9 More than 0 N E Y EA R

Exploitability Subscore: 8.6

AFTER THE ALERT




Current approaches

AREN’T WORKING

TAKE COSTS OUT OF YOUR SUPPLY CHAIN

75% 228K 48

Lack meaningful
controls over
components in
apps
1

Unique components Different versions
downloaded per of the same
company component
downloaded

DEVELOPME BUILD AND DE PRODUCTIO

COMPONE

SELECTIO

57



Number of Products Included in Announcement

COMMERCIAL RESPONSES TO OPENSSL

o Product Vulnerability Disclosures Following the HeartBleed Announcement (Circle Size Indicates CVSS Severity Score)

120

X Axis: Time (Days) following initial HeartBleed disclosure and patch availability
100} Y Axis: Number of products included in the vendor vulnerability disclosure

Z Axis (circle size): Exposure as measured by the CVE CVSS score

90
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OSS PROJECT INTEGRITY/HYGEINE VARIES (WILDLY)

Almost Too Big to Fail
DAN GLER AND JOSHUA CORMAN
e 3 oAb dependence on oper source and adversary activity around open
Y "o warhe source are widesprend and growing but the dynamic pattern of use
b ’e requires new means to extimate |f mot bound the security lmplica-
v ) tione In April and May 2014, every security writer has talked about whether
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| Projects (Suppliers)

Struts2

Bouncy Castle

httpclient

Log4j

Logback

Tomcat

XStream

E Avg Versions (Parts) .

E % Vulnerable CVSS 7+

Parts Warehouse(s) - Debt/Risks
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COTS: TRUE COSTS (& LEAST COST AVOIDERS)
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k.S, REPRESENTATIVE

ED ROYCE

39TH DISTRICT OF CALIFORNIA

LEGISLATION | 39THDISTRICT | STUDENTS CONTACTED

@ E-NEWSLETTER SIGN UP J PRESS RELEASES
_ Reps. Royce, Jenkins to Shore Up Security of Government Used Software
Washington, Dec 4, 2014 | Saat Alety (202-225-4111) | 0 comments (¢l ») ﬁ
Columns and Opinions @ l
Today, U.S. Representatives Ed Royce (R-CA) and Lynn Jenkins (R-KS) introduced H.R. 5793, the "Cyber
Ed In the News @ Supply Chain Management and Transparency Act of 2014." The legislation will ensure all contractors of
l software, firmware or products to the federal government provide the procuring agency with a bill of

materials of all third party and open source components used, and demonstrate that those component

Speeches & Statements @ l versions have no known vulnerabilities.
Press Releasss @ "As a house is only as strong as its foundation, it's no wonder cyber attacks are on the rise with reports
l showing 71 percent of software contains components with critical vulnerabilities,” said Rep. Royce. "This bill

protects our nation's cyber infrastructure by ensuring the building blocks that make it up are secure and

Muitimedia @ l uncompromised.”
Photos @ "I have voiced concerns to the government agencies in charge of healthcare.gov that our nation’s cyber
l infrastructure was vulnerable and not secure,” said Rep. Jenkins. “But the problem is not limited to one

website; the entire federal government lacks guidelines for website security. This vital legislation will put the

m appropriate checks and balances in place to ensure that the government has the tools it needs to create a
: mare saund and secure svstem far taxnavers.”




H.R. 5793 “Cyber Supply Chain Management and Transparency Act of 2014”

Elegant Procurement Trio
1) Ingredients:

Anything sold to SPROCURING_ENTITY must provide a Bill of
Materials of 3" Party and Open Source Components (along with
their Versions)

2) Hygiene & Avoidable Risk:

...and cannot use known vulnerable components for which a less
vulnerable component is available (without a written and
compelling justification accepted by SPROCURING_ENTITY)

3) Remediation:

...and must be patchable/updateable — as new vulnerabilities will
inevitably be revealed

Sonatype



PROCUREMENT TRIO + BOUNCY CASTLE

NATIONAL CYBER
AWARENESS SYSTEM In 2013, 4; 000
Original Notification Date: organizations downloaded

03/30/2009 a version of Bouncy Castle

with a level 10 vulnerability
CVE-2007-6721

Bouncy Castle Java Cryptography API
CVSS v2 Base Score: 10.0 HIGH
) (XN

Impact Subscore: 10.0
Into XXX, XXX Applications...

SEVEN YEARS

after the vulnerability was fixed

Exploitability Subscore: 10.0




Two little words




Known Vulnerabilities




Hot off the presses 2015 VZ DBIR

NOT ALLCVES ARE CREATED EQUAL.

If we look at the frequency of exploitationin Figure 11, we see a much different picture than About half Of the CVEs
what'’s show.n by the raw YulnerabllltY count of Figure 12| Tefw CVEs .acc.ount for almost ?7% | EXPIOI'tEd in 2014 went
of the exploits observed in 2014. While that's a pretty amazing statistic, don't be lulled into \ \
thinking you've found an easy way out of the vulnerability remediation rodeo. Prioritization will from pUthh to pwnin
definitely help from a risk-cutting perspective, but beyond the top 10 are 7 million other exploited less than a month.
vulnerabilities that may need to be ridden down. And therein, of course, lies the challenge; once the

“mega-vulns”are roped in (assuming you could identify them ahead of time), how do you approach
addressing the rest of the horde inan orderly, comprehensive, and continuous manner over time?

100%
80% : ' | ' : :
60%
40%

20%

PERCENT OF EXPLOITED CVE'S

Figurell.

Cumulative percentage of exploited
vulnerabilities by top 10 CVEs

TOP 10 CVE'SEXPLOITED



1) Fewer/Better Suppliers

2) Better Supply from High Quality
Suppliers

3) Traceability and Visibility
throughout manufacturing




1) Less Unplanned /Unscheduled
Work (and painful Context
Switching)

2) Faster MTTI/MTTR when things
do go wrong

> 30% Boost










Continuous Acceleration
with Software Supply Chain Rigor

Joshua Corman
@joshcorman
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