Mobile App Privacy —
You're Doing It Wrong
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Introductory Story
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different

My original plan got replaced at
run-time in the face of new

inputs




Angry Birds
Rovio Mobile Ltd.

Erm...privacy!?




OS Example
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Ristorical Example

W3(N'Platform for Privacy Preferences
v

*“ The Platform for Privacy Preferences
Project (P3P) enables Websites to
express their privacy practices in a
standard format that can be retrieved
automatically and interpreted easily
by user agents. P3P user agents will
allow users to be informed of site
practices (in both machine- and
human-readable formats) and to
automate decision-making based on
these practices when appropriate.
Thus users need not read the
privacy policies at every site they .
visit.




What can we draw
from this?

® People are capricious

® We can’t tell you what information we’ll
use to make any decision

® A rational choice made earlier can be
overridden by novel changes in
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Therefore, give users an
easily-digestible amount

of pertinent
information AT

DECISION TIME




Just-in-time information

Account Name:

iamleeg|
Enter the account name associated with this keychain item.

Password:

password What I’m tr)’|ng to dO

Enter the password to be stored in the keychain.

— how it’s going

Password Strength: Weak




Social Media

Graham Lee Graham Lee
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What's on your mind? Share 0 [What's on your mind? } Share

Graham Lee In honour of the wedding Your mum can read what you post!

of William and Catherine, I will be Change privacy settings
renaming one of the rooms in my flat to S / S

"W.C."
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Social Media

iPod = 09:47

New Tweet
@iamleeg

Close

Sure, please send invoice to fuzzy
aliens limited, 295¢c Ab

@ # O 7 f
1]2]3f4]s]sf7]8]sfo
688000008
~ HHEEH0E <
ABC m return

iPod = 09:47

New Tweet
IN REPLY TO DM

Close

Sure, please send invoice to fuzzy
aliens limited, 295¢c Ab
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Confidential Data

iPod = 14:43 =

iPod = 14:43 =

cancel Conference guest  send cancel Conference guest  send

Subject: Conference guest Subject: Conference guest

You asked for contact details for Bob,
who you met at our sales conference.
I've attached his details from our CRM.

You asked for contact details for Bob,
who you met at our sales conference.
I've attached his details from our CRM.

Graham. Graham.

Warning: attachment includes credit card data.
Delete Attachment
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Summary

Users can help
themselves to privacy...

...if app developers do
their part and help out

AFFORDABILITY IS
KEY (in everything)

Read these books =







